MIHICTEPCTBO OCBITU I HAYKHU YKPAIHU
XMEJBbHUIIBKUIA HAIIIOHAJIbHUM YHIBEPCUTET

3ATBEP/’KEHO

Buena paga XMenpHUIBKOTO
HaIllOHAJIbHOTO YHIBEPCUTETY
MPOTOKOMI Bif 2023 p. Ne

I'osioBa Buenoi pagu
Mukosna CKHUBA

Miamnuc Im'st, mpi3BuLIe

OCBITHBO-IPO®ECIMHA IMTPOT'PAMA

«KidepOe3neka Ta 3axuct ingopmaniny

PIBEHBb BUIIIOI OCBITH nepmmii (0akajaBpCchKHii)
CIHEUIAJIBHICTH 125 — Kioepoe3neka Ta 3axuct iHgopmamii
T'AJIY3b 3HAHb 12 - Indopmauiiini Texnosorii

OCBITHS KBAJII®IKALIS O0akasiaBp 3 Ki0epOe3neKkH Ta 3aXUCTY
ingopmaii

OcBiTHS mporpama BBOAUTHCH Y Ail0

3 2023 p.
Haka3s Bix 2023p. Ne
Pexrop Cepriit MATIOX

Iligmuc Im's, mpizBuie

Xmenpaunbkun 2023



BHECEHO INPOEKTHA I'PYIIA

Kadenpa kidbepOe3nexku I'apanTt (KepiBHUK NPOEKTHOI IrPyNnu)
Biktop YEIIIYH, K.T.H., IOLIEHT
Iligmuc Im's, mpi3BuILe, BYEHUH CTYIIHB, 3BaHHS
ITpoTokoun Big 2023 p. Ne YieHH NMPOEKTHOI TPYNHU:
3aB. kadeapu IOpiit KJIBOILL Anppiii TOPOIIKO, 1.1.H., npodecop
ITigmuc Im's1, mpiBuIIEe TTigmuc Im'st, mpi3BuILe, BYCHHI CTYIIIHb, 3BAHHS
Opiii KJIBOLI, K.T.H., AOLIEHT
TTigmuc IM's1, pi3BUILE, BYSHHUH CTYIIiHB, 3BAHHS
Bepa TITOBA, K.T.H., IOLICHT
Iligmuc Im's1, mpi3BuILEe, BYSHHUH CTYIIHB, 3BaHHS
Bikropis OPJIEHKO, K.T.H., JOLIEHT
Iligmuc Im's1, mpi3BuILe, BYSHUH CTYIHB, 3BaHHS
MNOIroaXEHO:

Buena paga dakyabrery iHQOopMmauiiHux | HaByajabHO-MeTONHMYHUI Bigaia
TEXHOJIOTiH

3aBiqyBay Jlapuca JIOBOXWHEILb
I[TpoTokou Bif 2023p. Ne iz I, npissume
HaBuanbHuil Bigaia
['osioBa BueHO1 paaun Oner CABEHKO
Tlinme I, mpisiiie 3aBigyBau Oner CAMOJIIOK

ITigmuc Im's, mpizBuLIE

Binais 3a0e3me4eHHa IKOCTi BUIOI OCBITH

3aBimyBay I'anna KPACUJIbHUKOBA

ITigmuc Im's1, mpizBuILEe




IIpodinb ocBITHBLOI MpOrpamMu 3i cneniajabHOCTI
125 KIBEPBE3IEKA TA 3AXUCT IH®OPMAIIII

Koz i HaliMeHyBaHHS CIELiABHOCTI

1. 3araabna indgopmanis

IloBHa Ha3Ba 3aky1aqy
BHUIIIOI OCBIiTH Ta

XMenpHUIIbKUN HAI[IOHATbHUI YHIBEPCUTET
@akynpTeT iHPOPMALIHHIX TEXHOJOT1H

TPYKTYPHOT .

c.py T}ip oro Kadenpa kibepbesnexu
miapo3aiay

Cryninb BUIIOi ocBiTH | bakamasp

Od¢iuiitna HazBa
OCBIiTHBOI MPpOrpaMu

OcsitHBO-TIpOdeciitHa mporpama «Kidepodesneka Ta 3axuct iHpopmarrii»

OcBiTHs kBaJgiikanis

bakanaBp 3 kibepOesrneku Ta 3aXUcTy iHpopMaIlii

Tun gumomy ta
00CAr OCBITHBLOI

Tun quniomy — OIMHUYHUM, 00cAT OCBITHBOI ITporpaMu — 240 KpenuTiB
€KTC, Tepmin HaBYaHHS — 4 pOKH

nporpamMmm

HasiBHicTh [lepBuHHA akpeauTaris wiaHyeTses y 2027 porri

akpenuTauii

Huk/pisens HamionanbHa pamka kBanmiikariiii — 6 piBeHb;
FQ-EHEA — nepmmii muk;
EQF LLL — 6 piBens

IHepenymoBu HasiBHicTh TOBHOT 3araibHOI CEpeIHBO1 OCBITH

MoBa BUK/IaJaHHSA YkpaiHCbKa

Tepmin aii ocBiTHBOI

P ! 4 poku

nporpamMu

InTepHeT anpeca
MOCTiIHHOTO
pO3MillleHHSI OCBITHbOI
NporpamMu

https://khmnu.edu.ua/bakalavrat/

2. MeTta ocBiTHBOI IporpamMu

[TinroToBKa BHCOKOKBaTi(hiKOBAaHUX Ta KOHKYPEHTOCIPOMOXKHHMX (PaXiBIlIB 31 CTyNEHEM BHIIOI OCBITH
OakanmaBp, 3JaTHUX BHKOPUCTOBYBaTH 1 BIPOBA/DKyBaTh TexHOJOrIl iHpopmaniiHOi Ta/abo
ki0epOe3neku, MoB's13aHuX 13 3a0€3MeYeHHSIM LITICHOTO MiIXOY /10 3aXUCTY CHCTEM BIJ] aTaK Xakepis,
BipyCiB, HECAaHKI[IOHOBAHOTO JOCTYIY A0 KOH(DIISHIIHHUX JaHUX TOUIO y pi3HUX cdepax npodeciinoi
JUSAIIBHOCTI

3. XapakTepucTHKAa OCBITHHOI IPOrpamMu

l"asry3p 3HaHb - 12 [HDopMariiitHi TeXHOIOTIT
CnemnianpHicTb - 125 KibepOesneka Ta 3axuct indopmarii

IIpeameTHa o61acTh
(ramy3b 3HaHb,

crneniaJbHICTh, O06'ext TpoheCiHHOI AISIIbHOCTI BUITYCKHHUKIB!
cneniagizanis (3a — 00'exTn iH(pOpMaTH3allii, BKIOYAIOUYHW KOMI'IOTEPHI, aBTOMAaTH30BaHi,
HAsIBHOCTI)) TeJIeKOMYHIKalliliHi, iHdopmarriiini, iH(popMaLiiHO-aHATI THYHI,

iH(pOpMaIiifHO-TeIeKOMYHIKaliiHI CHCTeMH, iH(pOpMamLiiHI pecypcH i
TEXHOJIOT1I;
— TEXHOJIOT1i 3a0e3reueHHs 0e3nexu iHdopmartii;
— TIpoIIeCH ympaBlliHHs 1H(pOpMaIiiiHO Ta/abo KibepOe3neKorw 00'€KTiB,
IO MiJIATal0Th 3aXUCTY.
Lliri HaBYaHHA MIATOTOBKA (haxiBIiB, 3JAaTHUX BHKOPUCTOBYBATH 1
BIPOBAJXKYBATH TEXHOJIOT1T i1H(pOpMaIliifHOi Ta/abo KibepOe3neKH.
TeopeTndHUi 3MiCcT IpeIMETHOT 00IacTi
3HaHHA

— 3aKOHOJ/IaBYOi, HOPMATHUBHO-TIPABOBOi 0a3u YKpaiHM Ta BHUMOT




BIJIMOBIIHUX MIDKHAPOJAHHUX CTAHAAPTIB 1 MPAKTUK MO0 3I1MCHEHHS
npodeciiftHo1 NisIbHOCTI;
— IPUHLHUIIB CYNPOBOJY CHCTEM Ta KOMIUIEKCIB iH(opmaliifHoi Ta/abo
KibepOe3nexu;
— Teopii, Moiesieli Ta MPUHIIMITIB YIIPABIIiHHS TOCTYTIOM A0 iH(OpMaIiiftHuX
pecypcis;
— Teopii CUCTEM YIpaBJIiHHA iHPOPMAIIIHOI Ta/abo KibepOe3neKoro;
— METO/IiB Ta 3ac001B BUSBJICHHS, YIIPABIIHHA Ta 1eHTU(DIKAIlIT PU3HKIB;
— METOIB Ta 3ac0o0iB OIliHIOBaHHS Ta 3a0€3MEUYCHHs] HEOOX1JTHOTO PiBHS
3aXMIIEHOCT] 1H(opMarii;
— METOJIB Ta 3aco0iB TEXHIYHOTO Ta KPHUNTOTPadidHOrO 3aXHUCTYy
iH(popMarii;
— CcydyacHUX iH(OpPMaIIHHO-KOMYHIKAIIIHHUX TEXHOJIOTIH;
— CyYacHOT0 TMpOTpaMHO-amapaTHOro 3a0e3neueHHs 1HQOpMalliifHO-
KOMYHIKAI[IHHUX TE€XHOJIOTIH;
— aBTOMATHU30BAHUX CHCTEM MPOEKTYBaHHS.
MeTou, METOAMKY Ta TEXHOJIOTII:
Metoau, MeToaukH, iH(OpMaIiifHO-KOMYHIKAIliifHI TEXHOJOTrii Ta iHIIi
TEeXHOJIOT11 3a0e3nedeHHs iHpopmarliitHoi Ta/abo kibepOe3neKu.
IHCTpyMeHTH Ta 003 IHAHHS:
— CHCTEMH PO3pOOKH, 3a0€3MeYeHHS, MOHITOPUHTY Ta KOHTPOJIIO MPOLIECIB
iH(opMaIiifHOT Ta/ab0 KibepOe3neKu;
— Cy4YacHe MIporpamMHoO-anapaTHe 3a0e3neYeHHs 1H(popMaIiifHO-
KOMYHIKaI[IHHUX TEXHOJIOTIH.

OpienTanist 0CBiTHBLOL
nporpaMu

OcsiTHBO-TIpO(eciiiHa mporpama.

31aTHICTh  OpraHi3oBYBaTH Ta MIATPUMYBATH  KOMIUIEKC 3aXOiB
iHpopmaniiiHoi Ta/abo kiGepOe3nekn y pi3HUX cdepax npodeciiHol
TISUTBHOCTI BIATIOBIIHO 10 HASBHUX PHU3MKIB Ta IMOBIPHHUX 3arpo3 3riJHO
BUMOT HalllOHAJIbHUX Ta MIKHAPOJHUX CTAHAAPTIB 1 MPAKTHK, 3aKOHOaBYOT
Ta HOPMAaTUBHO-TIPAaBOBOi 0a3u YKpaiHu.

OcHoBHMI (poKyC
OCBITHBOI IPOrpaMu Ta
cremiasizanii

CremianpHa OCBITa B raimy3i IHPOPMAIIMHIX TEXHOJIOTIN 3a CHEIialbHICTIO
kibepOesneka. AKIIEHT TporpamMu 3po0JIeHO Ha po3po0ili, BIPOBAKEHHI Ta
CYNPOBOJI KOMIUIEKCHUX CHCTEM 3aXUCTy iHpopMarii, 1o O0a3yeTbcsl Ha
aHai3i, BHUSIBJICHHI Ta OIlIHIOBaHHI MOMJIMBHX 3arpo3, YpasJMBOCTEH i
AecTabili3yrounX YMHHUKIB iH(OpMaLiifHOMY MPOCTOPY Ta iHPOpMaLIHHUM
pecypcaM, Ta Ha PHU3HK-OPIEHTOBAHOMY KOHTPOJI JIOCTYyIy [0
iH(pOpMaLIIHUX PECYpPCiB.

KmrouoBi cnoBa: kibepOesneka; iHpopmauiiiHa Oe3mneka, iHpopMaliifHO-
KOMYHIKAI[iiHI CHUCTEMH, 3arpo3d 1 PHU3UKH, MOHITOPUHI, MpPOrpamHi i
IporpaMHO-anapaTHi  3aco0M  3aXMCTy, TEXHIYHI 3acO0M  3axHCTy,
KpunrorpadivyHuii 3aXUCT, aHTUBIPYCHUH 3aXHCT, CTaHAAPTH iH(OpMaIiifHOT
Oe3meku, mOMTUKM iH(opMmaliiiHOi Ta/abo KkibepOe3neku, CHUCTEMH
yIpaBiiHHSA iHPOpMaliiiHO Ta/abo kibepOe3neKoro.

Oco0uBocTi
nporpamu

IaTerpoBana miaroroBka ¢axiBiiB 10 BHUPINMIEHHSA 3aBaaHb y cdepi
iHdopmariiiinoi Ta/abo kiOepOesneku, IO Tependadae  pPo3poOSICHHS,
BIIPOBA/DKEHHSI Ta  €KCIUIyaTalil0o  KOMIUIEKCHMX  (1HpopMaliiiHuX,
TEJIEKOMYHIKAI[IHHUX, TEXHIYHUX ) CUCTEM 1 3aXO/liB 3aXUCTy iH(opmarii Ha
00’exTax iHQOpMAIiHHOT TiSUTBHOCTI.




4. IlpuaaTHiCTh BUNYCKHMKIB /10 NPANEBJANITYBAHHS Ta NOJAJbIIOT0 HABYAHHSA

IIpupatHicTs 10
npaueBJalITYBaHHS

BumyckHUK OCBITHBOTO piBHS OakamaBp ICHA YCHIIIHOTO BUKOHAHHS
OCBITHBOI ITPOTpaMu 3/1aT€H BUKOHYBATH MpodeciiiHy poOoTy 1, BIATOBIAHO
no HamionansHoro xkmacudikatopa Ykpainm: Knacudikarop mnpodeciit
(IK 003:2010), 3aiimaTi IEpBUHHY MOCATy 32 KaTETOPISIMH:

2132.2 Po3poOHuUK cucTeM 3aXUCTy 1H(popmarii

2139.2 AaMiHICTpaTOp MEPEX 1 CHCTEM

2139.2 Ananituk 3arpo3 6e3mnexu

2139.2 AHaITUK CHCTEM 3aXHUCTy iH(pOpMaIlii Ta OIiHKA BPa3TMBOCTEH
2139.2 Ananituk 3 Ge3neku iHPOpPMaIIITHO-TETEKOMYHIKAI[IHHUX CUCTEM
2139.2 JliznaBau (cdepa kibepbe3neku Ta 3axucty iHdopmarlii)

2139.2 Excniepr-kpuMinaiicT (cdepa kibepOe3nexu Ta 3aXucTy iHpopmartii)
2139.2 Excnepr-KpuUMiHaNICT Cy0BOi ekcrepTu3u (chepa kibepdbesnexu ta
3axucTy iHpopmarrii)

2139.2 Cniguwmii 3 KiGep3mTOYnHIB

2139.2 daxiBenp 3 KpUNTOrpadiuHOrO 3aXUCTY iHPOPMALIii

2139.2 @axiBeup 3 mnuTaHb Oe3neku (iHPopMaliitHO-KOMYyHIKaLiHHI
TEXHOJIOTT)

2139.2 ®axisenp 3 MATPUMKH 1HOPACTPYKTYPH KiOEP3aXUCTy

2139.2 daxiBenp 3 pearyBaHHs Ha IHIUAECHTU Ki0epOe3neku

2139.2 daxiBenp 3 TECTYBaHHS CUCTEM 3aXHUCTY iHpopmartii

2139.2 daxiBenp 3 TEXHIYHOTO 3aXUCTy 1HPOpMaii

2139.2 daxisenp chepu 3axucty iHbopmarii

2359.2 IHcTpyKTOp-METONUCT 3 iH(opMaliiHoi Oe3neKku Ta KibepOe3nexu
3439 daxiBenp 13 opraHizariii iHGopmarliitHoi 6e3neku

3439 daxiBenp i3 opraizailii 3aXucTy iHPOpMaIlii 3 0OMEKEHUM JOCTYIOM

IToganapine HABYAHHSA

MOXJIHMBICT, HaBYAaHHA 3a MPOTPAMOI0 APYTOro (MariCTepchbKoro) piBHS
Bumoi ocBith. HalOyrTs gomatkoBux — kBamiikamii B cHCTeMI
MICISLAUIIIOMHOT OCBITH.

5. BUKJaaaHHA Ta ONiHIOBAHHSA

Buxkiaaganus ta
HABYAHHSA

CTyeHTOLIEHTpOBaHE, po0OJIEMHO-OPIEHTOBAaHE HaBYaHHS, AKe
peanizyeThes y popmax mpoOIeMHUX JISKIIIH, MPAaKTUYHUX 3aHATh B MAJTHX
rpynax, IpakTUKyMiB, JJaOOpaTOpHUX poOIT, caMOCTIHHOI poOOTH, PI3HUX
BUJIIB MIPAKTHUK, BAKOHAHHS 1HAMBITyaJbHHUX 3aBJIaHb, KypPCOBUX MIPOEKTIB Ta
kBasidikaniitHoi podotu Tommo. [loeqHyOThCS KiIacuuHi (MOSICHIOBAJIBLHO-
UTIOCTPaTUBHI, PENpOAYyKTUBHI, MPaKTHU4HI) Ta IHHOBALiNHI (IpoOiieMHI,
NPOEKTHI, MPOXYKTHBHI, IHTEPaKTHBHi, irpOBi, TPEHIHTOBi, HaBYAHHS Y
CHIBIIpalll, MOJYJbHO-PO3BUBAJIbHI, PO3BUTKY KPUTUYHOIO MHUCIIEHHS,
KOHTEKCTHIi, MOJIeJItOBaHHS, 1H()OpMaIlIHHO-KOMIT FOT€PHI TOIIO) TEXHOJOTI{
HaBYAHHSI.

OuiHoBaHusA

OniHIOBaHHS HaBYAJIbHUX JOCATHEHb 3/IIHCHIOETHCS 32 IHCTUTYLIHHOIO 4-X
OJIBHOIO MITKAJIOIO («BIAMIHHOY, «I00pe», «3a0BIIIFHOY, «HE3aI0BUTBHOY) 1
BepOAIBbHOIO («3apax0BaHOY», «HE3aPaXOBAHO») CHCTEMOIO.

Buan koHTpOdIO: BXIHMMA, TOTOYHHMMA, TEMATHYHUMA, MEPIOAUIHUM,
MiICYMKOBHIA, CAMOKOHTPOJIb.

®opMu KOHTPOJIIO: YCHE Ta MMCHhbMOBE ONUTYBAHHS, TECTYBaHHSI, BUPIIIICHHS
CUTyallIHHUX 3aBlaHb, MyONiYyHI BHUCTYIM, MpaKTUYHA MepeBipka (A1I0BI
irpu, Mpe3eHTaIlii), 3aXUCTH 3BITIB 3 Ja0OpPaTOPHUX POOIT, 3BITIB 3 MPAKTHK,
KypCOBHX MPOEKTIB, KBali(ikauiiHoi poOOTH TOLIO.

6. Ilepestik KOMIIETEHTHOCTEH BUITYCKHHUKA

InTerpanbna
KOMIIETEeHTHICTH

3naTHICTh PO3B’SA3yBaTH CKJIQ/HI CIEIiali30BaHi 3aJa4i Ta MPaKTHYHI
npobiemMu y ramy3i 3abe3nedeHHs iHpopmariiiHoi Oe3mexku  i/abo
KiOepOe3neKy, M0 XapaKTepU3yIOThCS KOMIUICKCHICTIO Ta HEMOBHOIO
BH3HAYCHICTIO YMOB.




3araabHi
komnerenTHocTi (3K)

3K 1. 3aaTHICTh 3aCTOCOBYBATH 3HAHHA y MPAKTUYHHUX CUTYALlIsIX.

3K 2. 3HaHHs Ta po3yMiHHS MPEIMETHOI 001acTi Ta po3yMiHHS mpodecii.
3K 3. 3pmaTHICTh NpodeciiiHO CHUIKYBaTUCS JIE€PKaBHOIO Ta 1HO3EMHONO
MOBAaMH SIK YCHO, TaK 1 MUCbMOBO.

3K4. BwminHS BUSBIATH, CTaBUTH Ta BHpINIyBaTH MNpoOieMu 3a
npodeciiiHuM CIpsIMyBaHHSIM.

3K 5. 3paTHICTh 70 MOIITYKY, 0OpOOJICHHS Ta aHaJi3y iH(popMaIii.

3K 6. 3naTHICTh pealizyBaTH CBO1 IIpaBa 1 000B’SI3KH SK YJIeHa CYCIILILCTBA,
YCBIJJOMITIOBATH IIHHOCTI TPOMAISHCHKOTO (BUILHOTO JIEMOKPATHYHOTO)
CYCILITBCTBA Ta HEOOX1IHICTh HOTO CTANIOr0 PO3BUTKY, BEPXOBEHCTBA MPaBa,
mpaB 1 CBOOO/T JTIOJIMHY 1 TpOMasTHUHA B Y KpaiHi.

3K 7. 3natHicTb 30epiratu Ta MPUMHOYXKYBATH MOpaJ'IBHl Kyanyle HayKOBl
IIHHOCTI 1 JOCATHEHHS CYCHUIbCTBA HAa OCHOBI pO3YM1HH$I icTopii Ta
3aKOHOMIPHOCTEH PO3BUTKY IpEeaMETHOI oOsacTi, 1 Mmicus y 3araibHii
CUCTEeMi 3HaHb MPO MPHUPOAY 1 CYCHUIBCTBO Ta y PO3BUTKY CYCILILCTBA,
TEXHIKM 1 TEXHOJIOTiH, BUKOPUCTOBYBATH PI3HI BHAM Ta (OpPMU PYyXOBOI
aKTUBHOCTI JJI1 aKTHBHOTO BIATIOYMHKY Ta BEACHHS 3JJOPOBOTO CIIOCOOY
KUTTSL.

daxosi
komneteHTHOCTI (PK)

®K 1. 3gaTHICTP 3aCTOCOBYBAaTH 3aKOHOJABUYy Ta HOPMATHBHO-TIPABOBY
6a3y, a TaKoX Jep>KaBHI Ta MDKHApOJHI BUMOIH, NPAKTUKU 1 CTaHAAPTH 3
METOI0 37iiiCHeHHs Mpo¢eciitHOT NisIbHOCTI B Taiy3i iHpopMaiiHoi Ta/abo
KibepOe3nexu.

®K 2. 3parHictTs 110 BHKOPHCTAaHHS iH(pOopMaLiHHO-KOMYHIKAIIHHUX
TEXHOJIOT1H, CydacHUX METOIB 1 Mojenelt iHpopmaniiiHoi 6e3nexku Ta/abo
KiOepOe3neKH.

@K 3. 3naTHICTH 10 BUKOPUCTAHHS MPOTPaMHUX Ta MPOrpaMHO-anapaTHUX
KOMIUTIEKCIB ~ 3aco0iB  3axucty  iHpopmamii B iHbOpMaIliiHO-
TEJICKOMYHIKAIIHHUX (aBTOMAaTU30BAHUX) CUCTEMAX.

®K 4. 3parhicte 3abe3meuyyBaTH  HEMEPEpBHICTH  Oi3HECY  3TiHO
BCTaHOBJICHOT MOJITUKY 1HpOpMaLiiiHOT Ta/abo KibepOe3neKH.

@K 5. 3natHicTh 3abe3medyyBaTH 3axucT iHpopmalii, 1o 00poOIsIETHCS B
iH(OpMaIIHHO-TEIEKOMYHIKAIlIMHUX ~ (aBTOMATU30BaHMX) CHUCTEMax 3
METOI0 peaiizamii BCTAaHOBIEHOI MOMTHKU iH(pOpMaIliiHOT Ta/abo
KibepOe3nexy.

®K 6. 3nmaTHICTh BITHOBIIOBATH IITaTHE (PYHKITIOHYBaHHS 1HPOPMAIIHUX,
iHpOpMaLiHHO-TEIEKOMYHIKAlIHHIX (aBTOMATH30BAaHUX) CUCTEM IiCIsA
peauizanii 3arpos, 31iiCHeHHs Kibepartak, 300iB Ta BiIMOB Pi3HHUX KJaciB Ta
MTOXOJ[KCHHSI.

@K 7. 3patHicTh BHPOBAKyBaTH Ta 3abe3nedyBaTH (PYyHKIIOHYBaHHSA
KOMIUIEKCHUX CHCTeM 3axucTy iH(opmamii (KOMIUIEKCH HOpPMaTHBHO-
MPABOBHX, OPTaHI3aMIfHUX Ta TEXHIYHUX 3aCO0iB 1 METOJIB, MPOICAYD,
MPaKTHYHUX an/IﬁOMiB Ta iH.).

®K 8. 3marHicTh 3mIHCHIOBATH npoLEeTypH YOpaBIIHHSA 1HIMICHTAMH,
MIPOBOJIUTH p03cn1)1yBaHH;1 Ha/IaBaTH iM OILIHKY

®K 9. 3patHicTe 3milicHIOBaTH MpodeciiiHy MisUIbHICTh HAa OCHOBI
BIIPOBA/KEHOI ~ CHUCTEMH  YIpaBiliHHA  1HQoOpMalliiiHolo  Ta/abo
Ki0epOe3neKoro.

@K 10. 3maTHiCTh 3aCTOCOBYBAaTH METO/U Ta 3acO00U KpuUNTOrpadiqHoro Ta
TEXHIYHOTO 3aXUCTy iHpopMaii Ha 00’ exTax 1HPOPMALIHHOT AISUTEHOCTI.
®K 11. 3gaTHicTh BUKOHYBAaTH MOHITOPUHI MPOLECIB (PYHKIIOHYBaHHS
iHdopmariiHux, 1HGOpPMAIIHHO-TEIEKOMYHIKAIIIHHUX (aBTOMAaTU30BaHUX )
CUCTeM  3TiIHO BCTAaHOBIEHOI MOMTHKH iHpopMaIiiiHoi  Ta/abo
KibepOe3nexwu.

®K 12. 3naTHiCTh aHaAMI3yBaTH, BUSIBJISATH Ta OIIHIOBATH MOYKJIMBI 3arPO3H,
ypazIMBOCTI Ta jAecTaliii3yroui YMHHUKU 1H(OpMAaIiiiHOMY MpOCTOpy Ta
iHpopMaLiiHUM  pecypcaM  3TiJHO 3  BCTAHOBJIEHOIO  IOJIITHUKOIO
iH(popMaliliHOoi Ta/abo KibepOe3nexu.




7. llporpamui pesyabstatn HaBuanHs (ITPH)

ITPH 1. 3acTocoByBaTH 3HaHHS JEp>KaBHOI Ta 1HO3EMHHMX MOB 3 METOIO 3a0e3nedyeHHs] e(eKTUBHOCTI
npodeciifHol KoMyHiKarii.

[TPH 2. OpranizoByBaTu BiacHy mpodeciiiHy AisUTbHICTh, OOMpaTH ONTUMAJIbHI METOIU Ta CIIOCOOH
PO3B’s3yBaHHs CKJIAHHUX CIEIiali30BaHuX 33/1a4 Ta MPAKTHYHUX MPoOsieM y npodeciiiHiil AisbHOCTI,
OIIHIOBATH 1XHIO €(heKTUBHICTbD.

[TPH 3. BuxkopucToByBaTH pe3yIbTaTH CAMOCTIHHOTO MOIIYKY, aHaTi3y Ta CHHTE3Y iH(opMaIlii 3 pi3sHUX
JOKEpeIT Ui €pEeKTUBHOTO PIllIEHHS CIIeiali30BaHuX 3a7a4 MpoQeciiHOol AISUTBHOCTI.

[TPH 4. Anani3zyBatu, apryMeHTyBaTH, IPUIMATH PilIEHHS PY PO3B’sI3aHHI CKJIQHUX CIEIiai30BaHNX
3a/1a4 Ta MPaKTUYHUX MpobieM y mpodeciiiHiil AisSIbHOCTI, SKI XapaKTepU3yIOThCsl KOMIUIEKCHICTIO Ta
HETOBHOIO BU3HAYEHICTIO YMOB, BI/IMOBIIATH 3a MPUUHATI PIIIEHHS.

ITPH 5. AnanTyBaTuCs B YMOBax 4acTOi 3MIHH TEXHOJIOTiIH MpodeciiHOi TiSIbHOCTI, MPOrHO3yBaTH
KIHLIEBUH pe3yJIbTar.

ITPH 6. KpuTu4HO OCMUCIIOBAaTH OCHOBHI TEOpli, MPHHIMIIK, METOAW 1 TOHATTSA y HAaBYaHHI Ta
npodeciiiHiil AIsITBHOCTI.

ITPH 7. [isiTi Ha OCHOBI 3aKOHOAABYOI Ta HOPMATHBHO-NIPABOBOI 0a3u YKpaiHU Ta BUMOT BiJIIOBITHUX
CTaHJAPTIB, Y TOMY YHCJIi MDDKHAPOJIHUX B Taiy3i iHpopMmaiiiHoi Ta/abo kibepOesneku.

[1PH 8. l'otyBatu mnpomo3uuii A0 HOPMATHUBHUX aKTIiB LI0J0 3a0e3neueHHs 1HQopMaliiiHoi Ta/abo
KiOepOe3neKH.

ITPH 9. BnpoBakyBaTu mporiecu, 1o 0a3yroThCs Ha HalllOHAJbHUX Ta MDKHAPOJHHMX CTaHAApTax,
BUSIBJICHHS, 11eHTH(]IKaIli1, aHaII3y Ta pearyBaHHs Ha IHIMICHTH iHpopManiiHoi Ta/abo KibepOe3neku.
ITPH 10. BukonyBatu aHaji3 Ta JEKOMITO3HIIIIO 1HOOPMAIIHHO-TEICKOMYHIKAIIMHIX CUCTEM.

I[TPH 11. BuxonyBatu aHami3 3B’SA3KiB MDK 1HQOpPMAMIMHUMH TPOIECAMHA HA  BiJNaJICHHX
00YHCITIOBAIBHUX CHCTEMAaX.

ITPH 12. Po3po0iiati MojieIi 3arpo3 Ta MOpyIIHHAKA.

IIPH 13. AmamizyBaTd MpOEKTH 1HGOPMAIIHHO-TEIEKOMYHIKAIIIHMHUX CHCTEM 0a3ylouuch Ha
CTaHJAPTU30BaHUX TEXHOJIOTISAX Ta MPOTOKOJAX Mepeaadi JaHHX.

ITPH 14. BupimryBaTy 3aBIaHHS 3aXUCTy Iporpam Ta iHgopmaiiii, 1mo o0poosieTbes B iHGopMaIliitHo -
TEJEKOMYHIKALlIHHUX  CHCTeMax  MporpaMHo-alapaTHUMH  3aco0aMH, Ta  JaBaTH  OIHKY
PE3YIBTATUBHOCTI SKOCTI MPUHHATHUX PIIICHb.

ITPH 15. BukopucToByBaTHM Cy4yacHEe NpOrpaMHO-anapatHe 3a0e3nedyeHHs  iHQopMaLiiHO-
KOMYHIKAI[IHHUX TEXHOJIOT1H.

ITPH 16. PeanizoByBaTi KOMILIEKCHI CUCTEMHU 3aXHCTy iH(popMallii B aBToMaTn3oBaHux cuctemax (AC)
opranizarii (IAmpueMCTBa) BIATIOBIIHO JO BUMOT HOPMAaTHBHO-TIPABOBUX JJOKYMEHTIB.

[TPH 17. 3abe3neuyBaTu MpoLECH 3aXHCTy Ta (yHKIIOHYBaHHS iH(OpMAIifHO-TeNIeKOMYHIKAIliHIX
(aBTOMATHU30BaHMUX) CHCTEM Ha OCHOBI MPAKTHK, HABUYOK Ta 3HAaHb, IIOJ0 CTPYKTYPHUX (CTPYKTYpPHO-
JOTIYHUX) CXEeM, TOMOJOTii Mepexki, CydacHHX apxXiTeKTyp Ta MOZENEH 3aXUCTy eJIeKTPOHHHUX
iHpopMaIHUX peCypciB 3 BiOOpaKEHHSIM B3a€MO3B’SI3KiB Ta 1HGOPMAIITHUX TOTOKIB, TPOIIECIB IS
BHYTPIIIHIX 1 Bi/TaJICHUX KOMIIOHEHT.

[TPH 18. BuxoprcToByBaTH NpOTrpaMHi Ta MPOTPaMHO-anapaTHi KOMIUIEKCH 3aXUCTy iH(OopMaIiitHux
pecypciB.

ITPH 19. 3acrocoByBaTu Teopii Ta METOAM 3axHUCTy Juis 3abe3nedeHHs Oe3neku iH(opMmaiii B
iHpOpMaLiIHHO-TEIEKOMYHIKALIHHIX CHCTEMAX.

ITPH 20. 3a0e3neuyBat (pyHKIIOHYBaHHS CIELIaJbHOI'O MPOTPaAMHOTO 3a0e3MeUeHHs, 010 3aXUCTy
iHdopmamii Bix pyHHYIOUMX [POTrpaMHMX BIUIMBIB, pYHHYIOUMX KOAIB B 1H(OpMaIiiiHO-
TEJICKOMYHIKAILIHUX CHCTEMax.

ITPH 21. BupiuryBatu 3ama4i 3a0e31eueHHs Ta CyIpoBOy (B T. YUCIi: OTJISAI, TECTYBAaHHSI, Mi3BITHICTD)
CHUCTEMH VYIPABIIHHS JOCTYIIOM 3TiIHO BCTAHOBJICHOI TOJITHKH Oe3leku B iH(QOpMAIIMHUX Ta
iHpopMaLifHO-TEICKOMYHIKAIIMHIX (ABTOMAaTH30BaHMX ) CUCTEMAX.

[TPH 22. BupimyBatu 3ama4i ynpaBiiHHS mpoleAaypamMu iaeHTudikamii, aBTeHTudikamii, aBropu3saiii
IpoIeciB 1 KOpUCTyBadiB B iH(OpMAIifHO-TETEKOMYHIKAIlIMHUX CHCTEMaxX 3TiJHO BCTAHOBJIEHOT
NOJITHKH 1H(popMaliiiHoi i/abo kibepOe3nexu.

[TPH 23. PeamizoByBatm 3axoad 3 TPOTHUIII OTPUMAHHIO HECAHKIIIOHOBAHOTO JIOCTYMy IO
iHpopManiiHUX pecypciB 1 mpoueciB B iHpopMaliiHuX Ta iH(OpPMAIIHO-TeTeKOMYHIKAI[IHHUX
(aBTOMaTH30BaHUX) CHCTEMaX.




[TPH 24. BupimyBatu 3agadi ymnpaBliHHS JOCTYHNOM 0 iHGOpMaliiHUX pecypciB Ta MpOIECiB B
iHpopManiiHUX Ta iHGOpPMaLIHHO-TEIEKOMYHIKALIHHIX (aBTOMAaTU30BAaHMX) CHCTEMax Ha OCHOBI
MoJIeIell yIpaBIliHHS JOCTYNOM (MaHIaTHUX, AUCKPELIHHUX, POJIbOBUX).

ITPH 25. 3a0e3neuyBaTu BBEJCHHS MIA3BITHOCTI CUCTEMM YIPABIIHHSA JOCTYIOM J0 €IEKTPOHHHUX
iHdopMaliifHUX pecypciB 1 mpoueciB B iHQopMmamiiiHuX Ta iH(OpMaIiitHO-TeIeKOMYyHIKAIlIHHUX
(aBTOMAaTH30BaHMX) CHUCTEMax 3 BHKOPHCTAHHSIM >KypHAJiB peecTpamii moxiil, ix anamizy Ta
BCTaHOBJICHUX MTPOLIELYP 3aXUCTY.

ITPH 26. BnpoBamxyBaTu 3axoau Ta 3a0e3medyBaTH peati3allito IpoleciB MONepeKEHHS OTPUMaHHIO
HECAHKIIIOHOBAHOTO JIOCTYIy 1 3axucTy iH(QOpMaliiHuX, iH(pOpMaIiifHO-TeleKOMYHIKAIliHHUX
(aBTOMaTH30BaHMX) CUCTEM Ha OCHOBI €TaJIOHHOT MOJIENI B3a€EMOIii BIIKPUTUX CHCTEM.

[1PH 27. BupinryBatu 3ajmadi  3axMCTy MOTOKIB JaHUX B 1H(opMauiiHuX, 1HpOpMaLiiiHO-
TEJCKOMYHIKAIIHHUX (aBTOMAaTU30BaHUX) CUCTEMAX.

[TPH 28. AnanizyBaTtu Ta MPOBOIUTH OLIHKY €()EKTHMBHOCTI Ta PIBHS 3aXHILIEHOCTI PECYpCiB Pi3HUX
KJaciB B iHpopManiiHUX Ta iHPOpPMAaLiHHO-TEIEKOMYHIKAIHHIX (aBTOMATU30BaHMX) CHCTEMAxX B XOZi
MPOBEICHHS BUITPOOYBaHb 3T1IHO BCTAHOBJIEHOT MOJIITUKH 1HGOpMaIliitHOT Ta/abo kibepOe3neku.

[TPH 29. 3niiicHIOBaTH OIIHIOBAaHHS MOJKJIMBOCTI peaiizailii MOTeHI[IWHUX 3arpo3 iHdopMaiii, 1o
00pobisieTbess B iHPOPMAaIiHHO-TEIEKOMYHIKAIHHUX CHUCTEMax, Ta €(QEeKTHBHOCTI BHUKOPHUCTAHHS
KOMILJIEKCIB 3ac001B 3aXHCTy B yMOBaX peai3allii 3arpo3 pi3HUX KJIACiB.

[TPH 30. 3giiicHioBaTH OIIIHIOBAHHS MOJIMBOCTI HECAHKI[IOHOBAHOTO JOCTYIy JIO €JIEMEHTIB
1H(pOpMaLiIHHO-TEIEKOMYHIKALIHHUX CUCTEM.

ITPH 31. 3actocoByBaTM Teopii Ta METOAM 3axHCTy s 3a0e3neueHHs Oe3NeKH eJIeMEHTIB
1H(OpMaLIHHO-TENEKOMYHIKAI[IHTHIUX CUCTEM.

[TPH 32. BupimyBaTu 3ajayi yOpaBliHHA MPOIECaMH BiJHOBJICHHS IITAaTHOTO (YHKIIIOHYBaHHS
iH(pOpMaIIfHO-TEICKOMYHIKAIIIMHMX CHUCTEM 3 BHUKOPHUCTAHHSAM IIPOIEAYP PE3epPBYBAHHS 3TiHO
BCTaHOBJICHOT MOJIITHKHU O€3MEKH.

ITPH 33. BupimyBaru 3aaadi 3a0e3nedeHHs 0e3mepepBHOCTI Oi3HEC MPOIIECiB Opraxizaiii Ha OCHOBI
Teopii pU3HUKIB.

ITPH 34. Ilpuiimatu y4acTs y po3poOlii Ta BIpOBaJKeHHI cTpaTterii iHopMmariiiHoi Oe3neku Ta/abo
KibepOe3neKu BiAMOBiIHO 70 I[iIeH 1 3aBlaHb OpraHi3aiii.

[TPH 35. BupimryBaTu 3a/1a4i 3a0e31eueHHs Ta CyIIpoBOy KOMIUIEKCHUX CUCTEM 3aXHCTy 1HpopMaIlii, a
TAaKOX TPOTHAIl HECAHKI[IOHOBAHOMY JOCTYmy 10 IH(pOpMAIiHHUX pecypciB 1 TPOIECIiB B
iHpopManiifHX Ta 1HGOpPMAIIHO-TEIEKOMYHIKAIIHHUX (aBTOMATU30BaHMX) CHUCTEMax 3T1IHO
BCTaHOBJICHOT MOJIITHKY 1H(OpMaIiitHOi i/ab0 kibepOe3mneku.

[TPH 36. BusiBnsatu HeOe3neyHi CUTHAIM TEXHIYHUX 3ac00iB.

ITPH 37. BumipioBaTi mapameTpu HeOE3NMEUHUX Ta 3aBaJIOBHX CUTHANIIB MiJ Yac 1HCTPYMEHTAJIbHOTO
KOHTPOJIIO MPOIIECiB 3aXUCTy iH(OpMaIii Ta BU3HAYATH €(PEKTUBHICTD 3aXUCTy iH(pOpMAIIii BiJ BUTOKY
TEXHIYHUMHU KaHaJaMH{ BiJIMOBIJHO 710 BUMOT HOPMATUBHUX JIOKYMEHTIB CUCTEMHU TE€XHIYHOTO 3aXHCTy
iH(hopmaii.

ITPH 38. InTepmperyBaTH pe3yibTaTH TPOBEICHHS CICMIaJIbHUX BHUMIPIOBAaHb 3 BHKOPHUCTAHHSIM
TEXHIYHUX 3aC001B, KOHTPOJIIO XapaKTEPUCTUK 1HHOPMALIIHO-TEIEKOMYHIKAIHHUX CUCTEM BIJIIOB1IHO
JI0 BUMOT HOPMAaTHUBHUX JIOKYMEHTIB CHCTEMHU TEXHIYHOTO 3aXUCTY iH(opmaii.

ITPH 39. IlpoBonuTu arecraiito (COUpPaOUUCh Ha O0JIIK Ta OOCTEKEHHS) PEKUMHHUX TEPUTOPIN (30H),
MOPUMIIIEHb TOIIO B YMOBax JAOJCpXKAHHS PEXKUMY CEKPETHOCTiI 13 (DIKCYyBaHHSM pE3yNbTaTiB y
BIJIMOBITHUX JOKYMEHTAaX.

ITPH 40. InTeprperyBaTu pe3ysbTaTH NPOBEJIEHHs CHELiaJbHUX BHUMIPIOBaHb 3 BUKOPHUCTAHHSIM
TeXHIYHUX 3ac001B, KOHTpoIto xapakrepuctuk ITC BiAMOBIAHO 10 BUMOT HOPMAaTHBHHX JOKYMEHTIB
CHUCTEMH TEXHIUYHOTO 3aXMCTy iH(opMaIlii.

[TPH 41. 3abe3nedyBaTi HETIEPEPBHICTH MPOIIECY BEACHHS KYPHAJIB peecTpallii moii Ta iHIHIESHTIB Ha
OCHOBI aBTOMAaTHU30BaHUX MPOLETYD.

[TPH 42. BrpoBapkyBaTH MpOIeCH BHUABICHHS, iACHTU(IKAI, aHai3y Ta pearyBaHHs Ha IHIUICHTH
iHpopManiiiHoi i/ab0 KibepOe3neKu.

[TPH 43. 3acTocoByBaTH HalllOHAJIBHI Ta Mi>XKHAPO/IHI PETyIIOI0Ui akTH B cepi iHpopmatiiftHoT Oe3nexn
Ta/abo kibepOesneku A po3CiliyBaHHs 1HIIMICHTIB.

[1PH 44. BupimyBaTi 3aaa4i 3a0e3nedeHHss Oe3nepepBHOCTI O13HEC-MPOLECiB OpraHi3alii Ha OCHOBI
Teopii PU3MKIB Ta BCTAHOBIEHOI CHUCTEMHU YMpaBiiHHS iHpOpMaIiiiHO O€3MeKor, 3TiIHO 3
BITYM3HSHUMH T2 MDKHAPOJHUMH BUMOTAMH Ta CTaHIAPTaMH.




ITPH 45. 3actocoByBat pi3HI Kjacu MOJITHK iH(OpMaIiiiHoi Oe3mexku Ta/abo kiGepOesmeku, 1o
0a3yI0ThCs Ha PU3HK-OPIEHTOBAHOMY KOHTPOJIi IOCTYIY 10 iH()OpMAIifHUX aKTHUBIB.

[1PH 46. 3piiicHioBaTH aHali3 Ta MiHIMI3ali0 pU3UKIB 00poOku iH(opMmamii B iH(oOpMaIiiHO-
TEJICKOMYHIKAIIMHUX CHCTEMaX.

I[IPH 47. BwupimyBatu 3amaui 3axucty iH(opmMmarii, mo o0pobuseTbes B iH(pOpMaIliiHO-
TEJCKOMYHIKAIIMHUX CHUCTEMaX, 3 BUKOPUCTAHHIM CYyYaCHHUX METOIB Ta 3ac00iB KpHUNTOTpadidyHOrO
3axucTy iH(pOopMaIrii.

[TPH 48. BukoHyBaTu BIpOBaXKEHHS Ta MIATPUMKY CHCTEM BHUSIBICHHS BTOPTHEHb Ta BUKOPUCTOBYBATH
KOMITOHCHTH KPHUNOTOrpagigyHOro 3axUCTy I 3a0e3ledYeHHsT HEOOXIIHOTO PIBHS 3aXHIICHOCTI
iHpopmaii B iHpopMaLiiHO-TEIEKOMYHIKAIHHIX CUCTEMAX.

ITPH 49. 3a6e3nevyBaty HanexHEe QYHKIIOHYBAHHS CUCTEMH MOHITOPHUHTY 1H()OpPMAIIHHUX PECYpCiB 1
poleciB B iHQOpMaIiHHO-TEIEKOMYHIKAIITHIX CUCTEMAX.

[TPH 50. 3abe3neuyBaTu (GYyHKIIOHYBaHHS MPOTPAMHUX Ta MPOrPaMHO-aMapaTHUX KOMILIEKCIB
BUSIBJICHHS BTOPTHEHb PI3HUX pIBHIB Ta KJIaciB (CTaTUCTMYHHMX, CHUTHATYpHUX, CTaTUCTUYHO-
CUTHATYPHHUX).

[TPH 51. IlinTpumyBaTu mpane3gaTHICT, Ta 3a0e3nedyBaTd KOHQITYpyBaHHS CHUCTEM BUSBJICHHS
BTOPTHEHb B 1HPOPMAIITHO-TEIEKOMYHIKaLIHHUX CUCTEMAaX.

[TPH 52. BukopucTOBYBaTH IHCTpyMEHTapiii JJsi MOHITOPUHTY TIpoleciB B iH(opmariitHO-
TEIEKOMYHIKAI[IHHUX CUCTEMaX.

[TPH 53. BupimyBartu 3aaa4i aHaii3zy MporpaMHOTO KOy Ha HasBHICTh MOXKJIMBHX 3arpo3.

ITPH 54. YcBimoMiatoBaTH IIHHOCTI TPOMAISTHCHKOTO (BUTBHOTO IEMOKPATHYHOTO) CYCITIIBCTBA Ta HEOO0-
X1IHICTh HOTrO CTaJoro pO3BUTKY, BEPXOBEHCTBA IpaBa, MpaB i CBOOOA JIIOJUHM 1 T'POMAJISHUHA B
VYkpaiHi.

8. PecypcHe 3a0e3neueHHs peaJtizanii nporpamu

Bci HaykoBo-menmaroriuHi MpamiBHUKH, IO 3a0e3MedyloTh BUKIAJaHHS Ha
OCBITHBO-TIpO(eCciiiHIN Tporpami, 3a KBaji(ikalli€ro BIAMOBIIAIOTH MPOdUIO 1
HarpsiMy AUCIUIUTIH, 0 BUKIAJAI0THCS, MAIOTh CTaX MEIaroriyHoi poOoTH.

B xoxi oprasni3aiiii HaB4aJIbHOTO MPOIIECY 3aTy4at0ThCs MPOQeCcioHaIH 3 TOCBIAOM
JOCTIAHHAIIBKOT, yIIPaBIiHCHKO1, IHHOBAIIHOT, TBOpYOi Ta (haxoBOi poOOTH.

Kanpose
3a0e3neYeHHs

Jns  opradizamii  HaBYaJIbHOTO  NPOIECY 3a  OCBITHBOIO — IPOTPaMOI0
BUKOPUCTOBYIOThCS CIIELialli30BaH1 J1abopaTopii, KOMIT IOTEpHI KJIacH, ayIuTopii
IS TIPOBE/ICHHS NPAKTHYHMX 1 JIEKIIHHUX 3aHATh:

— creniaiizoBaHi JiabopaTopii BUITYCKOBOi Kadenpu: JiabopaTopiss mporpaMHUX
TEXHOJIOT1H 3axHCcTy iH(popMallii; 1abopaTopis TEXHIYHOTO Ta KpUNTOrpadiyHOro
3aXUCTY; JTabopaTopis MepekeBoi Oe3neku 1aboparopis aKTUBHUX 1 MACHBHHX
CHCTEM 3aXHUCTy; J1a0OpaTopisi KOMIUIEKCHHX CHUCTEM 3axHCTy; Jlaboparopis
CHCTEM KOHTPOJIIO JJOCTYITY.

— niaradoHHUi KabiHeT 3 JiHrahOHHUM KOMILUIEKCOM, ay/Iio 1 BiZIeo anaparyporo

. JJIA 3aHATH 3 1HO3EMHHUX MOB.
MarepianbHo-

TeXHiYHe
3a0e3neYeHHs

— KOMIT IOTEpHI KJjacH 1HGOpMAaIifHO-KOMIT IOTEPHOTO IEHTPY YHIBEPCUTETY 3
CY4acHOIO KOMIT FOTEPHOI0 TEXHIKOI0, MEPEKEBUM OOJaJHAHHIM, MPOTPAMHUM
3a0e3neueHHsIM, BUIbHUM JOCTYIIOM JI0 iH(pOpMaLIfHIX pecypciB YHIBEpPCUTETY Ta
Mmepesxi Internet.
— ayJaUTOpii UIS MPOBEJCHHS MPAKTHYHMX 1 JICKIIHHUX 3aHATH 3 BUKOPHCTAHHIM
MYJIbTUMEIIHIX 3aC001B;
— JIEKIIHI 3] 3 MyJIbTUMEIIHHUM 00J1a THAHHSM.

VY BCiX NPUMILNICHHAX YHIBEPCUTETY 3a0e3MeueHO BUIBHUH 1 HEOOMEXEeHHH
noctyn 10 Wi-Fi.

HasBHi npuMitienns, taboparopii, ix o0nagHaHHs 1 mporpaMHe 3a0e3neyeHHs
JI03BOJISTFOTH TIOBHICTIO 3a0€3ME€YUTH OCBITHIM MPOIEC MPOTATOM YChOTO IHKITY
MiATOTOBKY 32 OCBITHBOIO IPOTPaMOIO.




Indgopmaniiine Ta

HasiHicTh 3a0€3ne4eHHs BIAMOBITHO /10 JIIIIEH31MHUX YMOB:

— MepiONWYHI BHJAHHS, IO BiAMOBIAIOTH MPOQLII0 CHEUiaTbHOCTI, Y HAYKOBii
610mioTreni (Y TOMY YHCIIi B €JIEKTPOHHOMY BUIJISII);

— IOCTy 0 IMyOutikamiid HaykomeTpuuHux 0a3 Scopus, Web of Science;

— oimiriamii BeO-caiit XHY, Ha sikoMy po3MilieHa OCHOBHa iH(opMarllis mpo
OpraHi3aIfito HaB4aJILHOTO MPOIIECY;

HaBHATLHO- — MoxyJibHe cepenoBuie s HaBuanHsI MOODLE;
MeﬁT oamne — HayKoBa 010J1i0TeKa YHIBEPCUTETY, €JIeKTPOHHA 010J1i0TeKa YHIBEPCUTETY;
3abesnetehs — OCBITHSI MporpaMa, HaBYAJIbHHUHA TUTaH, poOOYl MpOTrpaMu 3 yCiX HaBYAIbHHUX
JUCIUILTIH HABYAJILHOTO TIAHY;
— MporpamMu MPaKTUYHOI MiATOTOBKHY;
— METOJIMYHI BKa31BKH /10 BUKOHAHHSA JJA00OPaTOPHUX POOIT 1 MPAKTUYHUX 3aHSATH;
— Iporpama i MeTOAMYH1 MaTepiaju Jisl MPOBEICHHs aTecTallii 3100yBayiB.
9. AkajgeMiuHa MOOLIbHICTH
Peanmizamiis Ha OCHOBI JBOCTOPOHHIX JOTOBOPIB MK XMEJIbHUIIBKUM
HAI[IOHAJILHUM  YHIBEPCUTETOM Ta 3aKjaJlaMd BHINOi OCBITHU  YKpaiHu:
Hauionanbna XepcoHCHbKMM  HAaIllOHAJBbHUM  TEXHIYHMM  yHiBepcuTeToM,  JIyIbKum
KpeIuTHA HAI[IOHAJILHUM  TEXHIYHUM  yHiBepcUTeTOM, KUWIBCBKMM  HalliOHAJIbHUM
MOOITBbHICTD yHiBepcuteroM imeHi Tapaca IlleBuenka, UYepHiBEIbKUM HalliOHAJIEHUM
yHiBepcutetoM imeHi [Opis @DenpkoBuua, 3amnopi3bKUM — HalllOHAJIBHUM
VHIBEPCUTETOM, IHITUMU HABYATLHUMHU 3aKJIaIaMU TOIIIO.
Mi Peanizailis Ha OCHOBI JBOCTOPOHHIX JOTOBOPIB MK XMEITbHUIIBKUM
KHApO/HA HAI[IOHAJILHUM YVHIBEPCHUTETOM Ta 3aKiagamMu BuIoi ocBitm kpain €C,
KpenTHa MPOXO/KCHHST MPAKTUK 1 CTaXKyBaHHS 3a KOPJOHOM Ta y MPEICTaBHUIITBAX
MOOUIBHICTH . : .
iHO3eMHuX (ipM B YKpaiHi.
HaBuanus
iHO3eMHHX

3100yBaviB BUIIOL
OCBITH

He 3niticHroeTses




I1. Ilepesik KOMIIOHEHT OCBITHBLOI MPOrPaMH TA iX JIOTiYHA MOCTiTOBHICTD

2.1. IlepeJlik KOMIIOHEHT OCBITHBOI NPOrPamMu

[nd KomnonenTn ocBitHboi nporpamu (KOII) KinbkicTh dopma ?
P (HaBYaJIbHI TUCIUILUTIHH, KYPCOBI IPOEKTH, KpPeAuTiB | MiICyMKOBOIoO g
KOII e o =
MPaKTUKH, KBaiikaiiftHa podoTa) €EKTC KOHTPOJII0 O
OBOB’S13KOBI KOMIIOHEHTH OCBITHBOI ITIPOT'PAMU
3araabHa niaroroska (O3I1)
O3I1.01 | Buma mateMaTuka 14 1CTIUT 1,2
O3I1.02 | IuckpeTHa MaTeMaTHKa 5 icuT 1
O3I1.03 | Anropurwmisariis Ta IporpaMyBaHHs 10 icnut 1,2
O3I1.04 | ®i3uyHe BUXOBaHHS Ta OCHOBHU 3/I0POB’ S 3 3aUTiK 1
O3I1.05 | Anrmiiicbka MOBa 3a IpodeciiitHuM 6 sati 1,2
CIPSIMYBaHHSIM
O3I1.06 | Teopis HMOBIPHOCTI Ta MaTeMaTHYHa CTaTUCTUKA 5 icruT 2
O3I1.07 | di3uka 6 icuT 2
O3I1.08 FpOMaI{ﬂHCLKe CyCHIJIBCTBO, EKOHOMIKA Ta 4 sati 5
YOpaBJIiHHS
O3I1.09 KynLTyponprlﬂ, €THKa, ECTETUKA Ta aKaJeMIYHA 4 satic 6
0OPOYECHICTH
O3I1.10 | ®inocodis 4 3aIiK 7
O3II.11 | be3neka )KUTTENIAIBHOCTI, OXOPOHA Ipalli, .
. . . 5 icuT 8
LMBUILHUH 3aXHCT Ta €KOJIOT1YHA Oe3neKa
Pazom: 66
IIpodgeciiina minroroska (OIIII)
OINIT.01 | OcHoBM iH(pOpMaIITHOT Oe3NeKN 6 3aITiK 1
OIIIT.02 | OnepatiiiHi CUCTEMH Ta TEXHOJIOTII 1X 3aXUCTy 5 3aUTiK 2
OIIIT.03 | Teopis iHbOpMaITii Ta KOTyBaHHS 5 iCIuT 3
OIIII.04 CHrHanH 1 IPOLIECH B CUCTEMAX 3aXUCTY 6 I 3
1HopMarii
OIIIT.05 | [TpukTagHa KPUITOIOT1S 8 3aJIiK, iCIIUT 3,4
OIIIT.06 | 3axucT iHpOpMaIii B iHPopMaIliitHO- 10 ICITUT, KypCOBHIA 34
KOMYHIKAI[IHHAX CUCTEMaX MPOEKT ’
OIIII.07 | be3neka BebpecypciB 5 3aUTiK 4
OIII1.08 | KommoneHTHa 0a3a i CXeMOTEXHIKa CHCTEM )
icnuT
3aXHUCTy 6 4
OIIIT.09 | HopmaTuBHO-TIpaBOBE 3a0€3MEUEHHS )
. AV ) 1CUT
iHpopManiiiHoi 6e3neKn 5
OIIIIL.10 | be3neka 6e3MpOTOBUX MEPEXK Ta IHTEPHETY peuei 5 ICITAT 5
OIIIL.11 | AgmiHicTpyBaHHS Ta 3aXUCT 0a3 1 CXOBHII JAaHUX icruT, KypcoBuii
6 MPOEKT 5
OIIIIL.12 | Cucremu KOHTPOIIO AOCTYITY 6 icnuT 6
OIIII.13 | TexHomOrii BUSBIEHHS Bpa3IMBOCTEN Ta .
iCIuT
BTOPTHEHD 5 6
OIIII.14 | MopaenroBaHHS CHCTEM 3aXUCTY JaHUX, OI[IHKA 5 T 7
PHU3HKIB 1 MPUAHATTS PIlICHb
OIIII.15 | KomrutekcHi cucteMu 3axucTy iHbopMartii 5 iCTIHT, KypCOBH 7

IIPOEKT




[ndp KOMHOHeHTH OCBiTH.bO'l' nporpamu (KOID) KiJIbKic:l‘b . dopma g
KOII (HaBUABHI ACLUIHY, KYPCOBi POEKTH, KpeauTiB | MmiJICyMKOBOIO S
MIPAKTUKH, KBamidikamiitHa podoTa) €EKTC KOHTPOJII0 3
OIIII.16 | Ynpaninas iHOpMaIiHHOK OE3MEKOI0 5 icrmT 7
OIIIT.17 | ITpO€EKTHO-TEXHOJIOTIYHA TPAKTHKA 5 3aJiK 6
OIIIIL. 18 | IlepenaumnaoMHa MpakTHUKa 5 3amiKk 8
OIIII.19 | Kpanidikarniitna pobota 10 kBaidikaniina 8
pobota
OIII1.20 | €xqunuii nep>kaBHUMN KBaTiPikaminHUN icUT icrut 8
Pazom 114
3arajabHuii 00cAT 000B’I3KOBUX KOMIIOHEHTIB 180
BUBIPKOBI KOMIIOHEHTH OCBITHBOI ITPOI'PAMHU
BubipkoBi aucuuruiinu 3 cemectpy™ 10 3aiK** 3
BubipkoBi aucuuruiinu 4 cemectpy™ 10 3aiK** 4
BubipkoBi aucturuiing 5 cemectpy ™ 10 3amik** 5
BubipkoBi auciumutinu 6 cemecTpy ™ 10 3amik** 6
BubipkoBi aucuuruiinu 7 cemectpy™ 10 3aiK** 7
BubipkoBi auctumiing 8 cemecTpy ™ 10 3amik** 8
3arajbHuii 00csir BUOIpKOBHX KOMIIOHEHTIB 60
3arajbHMii 00CST OCBITHBLOI IPOrpamMu 240

Hpumimxu:
* Ilepenik BUOIpKOBUX JUCUUILIIH BU3HAYAETHCA 32 pe3yIbTaTaMH BUIBHOTO BUOOPY CTY/CHTIB;
** KinpKiCTh 3aJIiKiB 3aJIe)KHTH Bijl BHOOPY CTy/JA€HTaMH JUCIHILIIH BUTLHOTO BHOODY.

2.2. CTpyKTYpHO-JIOTIYHA CXeMa OCBITHBOI MPOrpaMu
CTpyKTypHO-JIOTIYHA CXeMa MiATOTOBKM BH3Ha4yae Tmpoiec peamnizamii OCBITHbOI
mporpaMu, TOOTO KOPOTKHM OIMKC JIOTIYHOI TMOCIIAOBHOCTI BHUBYCHHS KOMMOHEHT OCBITHBOI
nporpamMu. CTpyKTYpHO-JIOTIYHY CXeMY Tpe/iCTaBIeHo Y BUIIsiI rpada (Jomarok A).

2.3. Bu0ipkoBi KOMIIOHEHTH OCBITHHOI IPOIPaMHu

BubipkoBi KOMIOHEHTH OCBITHBOI MporpamMu 3700yBadi BHIIOI OCBITH OOHMparOTh 3
YHIBEPCUTETCHKOTO KaTajory BUOIPKOBUX IUCIMILIIH, SKHH (QOPMYETbCS 3 HaBYAIBHUX
JTUCLMIUIIH, HaJaHUX pI3HUMHU KadeapaMu 3a pI3HUMHU PIBHSAMHU BULIOI OCBITU. KpenuTHICTH
BUOIDKOBMX HABYAJIILHUX JUCHMIUIIH KpaTtHa 4, mnependadyeHa MOXIIUBICTH BHOOpPY
OJTHOCEMECTPOBHX TUCIMILUIIH Ta JUCIUILUIIH, BUKJIAJaHHS SKUX PO3MNOAUIIETHCS HA 2 CEMECTpU
(mo 2 xpemutu). [lopiyHo mepernik BUOIPKOBHX OCBITHIX KOMIIOHEHT BiJ KOXKHOI Kadempu
OHOBIIOETHCS. 3100yBaui Buioi ocBit 3a naHoro OIIIl moBuHHI BUOpaTu y KOoXHOMY 3 3-8
cemectpiB 2-3 mucuuiuniad cymapHor kuibkicTio 10 kpeautiB €EKTC. Ilponenypa Bubopy
3IMCHIOETBCA Y TEPMiHH, BCTaHOBIEHI [lomoyeHHsIM TIpo MOPSI0K peanizalii mpasa 3100yBadiB
BUIIOT OCBITH Ha BUIbHUIN BHOIp HABYAIBHUX TUCHUILIIH y XMEJIbHUIIBKOMY HalllOHAIHHOMY
yHiBepcuteti  (https:// www.khnu.km.ua/root/files/01/06/03/162.pdf). Karamor BubipkoBuX
JTUCIUILIIH PO3MIILIEHO Ha caifTi yHiBepcutery www.khnu.km.ua.



I11. ®opmu aTecTanii 3100yBaviB BUILOI OCBIiTH

ATecraniss BUIYCKHUKIB OCBITHBOI mporpamu cnemianbHocTi 125 «KibepOesneka Tta
3axucT 1HpopMaLii» 3A1HCHIOEThCA Y POPMI €IMHOTO AEPHKABHOTO KBaJi(DIKAL[IHHOTO 1CIIUTY Ta
nyOJiyHOTO 3axMCTy KBaliikamiitHoi poOOTH 1 3aBEPIIYETHCS BHJAYCI0 JTUILJIOMA
BCTAHOBJICHOTO 3pa3ka MpO TMPUCYKEHHS o0co01 CTymneHs OakajnaBpa 13 MPUCBOEHHAM
kBamdikamnii bakanasp 3 kibepOe3nexu.

€nunuil nepxaBHUM KBanmidikamiiHui icnuT 1 KBamidikauiiiHa pobora nependayvae
OILIIHIOBAHHS JIOCSTHEHb pE3yJbTATiB HAaBYaHHS, BH3HAUEHUX CTAHJAPTOM BHIIOi OCBITH
Vkpainun 31 crnemianbHocTi 125 «KibepOesneka Ta 3axucT iHoOpMaIii» sl HEpIIOro
(6akamaBpCHKOT0) PiBHS BUILOT OCBITH Ta OCBITHBOIO MPOTPAMOIO.

Kganigikaniiina po0oTa He MOBMHHA MICTHTH aKaJIeMIYHOTO TUIariaty ta ¢anbcudikarii.

Kpamigikaniiini poOOTH ONPMIIONHIOIOTECA Ha odimiiiHoMy caiiti [HCTHTYMHIHOTO
peno3uTtapiro XMeIbHUIIBKOT0 HallioHajapHoro yHiBepcurery (http://elar.khmnu.edu.ua/jspui/).

IV. Bumoru 10 HasiBHOCTI CMCTeMH BHYTPILLIHBOI0 320€311e4eHHs SIKOCTI BUIIIOI OCBITH

CucremMa BHYTPIITHBOTO 3a0€3MEYCHHS SIKOCTI OCBITHBOT MISITBHOCTI Ta SKOCTI BUIIOL
OCBITH (cHCTE€Ma BHYTPIIIHBOTO 3a0€3MeUeHHs SKOCTi) B YHIBEPCHUTETI BiJIMOBIA€ BUMOTaM
€BpOIENCHKUX CTAaHIAPTIB Ta PEKOMEH Iallli 111010 3a0e3neueHHs sikocTi BuIoi ocBitu (ESG),
cTarTi 16 YMHHOTO 3aK0Hy Ykpainu «Hpo BHILLY OCBiTy» (31 3MiHaMI/I) Cucrema BHyTpiHJHLoro
3a0e3neueHHs SKOCTI QyHKIIOHYE B yHlBepCI/ITeTl Ha 11’ SITH OpFaHIBaHII/IHI/IX plBHHX BIJIOBIAHO
no IlonoxeHHS PO CUCTEMY BHyTpuHHLoro 3a0e3MmeueHHsl SKOCTI OCBITHBOI AISUIBHOCTI Ta
BUIIOI OCBITH y XMEIbHUIIBKOMY HAIllOHAJIBHOMY YHIBEPCHUTETI, IO PO3MIlIeHEe B pyOpuili
«[ly6miuna inpopmamis» (Pexxum nocrymy : http://khnu.km.ua/root/files/01/06/03/024.pdf).

Cucrema BHYTPIIIHBOTO 3a0€3MEUYEHHS SIKOCTI Tepeadaydae 3A1MCHEHHS TaKUX MPOLIEAYP
1 3aXO/1B:

1) BU3HAUCHHS HpI/IHHI/IHiB Ta npoueayp 3a0e3MeueHHs SIKOCT1 BUIIOT OCBITH;

2) 3/1iiCHeHHS MOHlTOpI/IHFy Ta MEePI0IUIHOTO nepersLy OcCBITHIX TporpaM;

3) HIOpIYHE OIIHIOBaHHSA 3700yBadiB BHIIOI OCBITH, HAyKOBO-TIEAAroriyHUX 1
MEarOTiYHUX TIPAIliBHUKIB YHIBEPCHTETY Ta PETYJSIPHE ONMPUIIOAHEHHS PE3yJbTaTiB TaKHX
OLIIHIOBaHb Ha OQiliifHOMY BeO-cailTi yHIBEepCUTETY, Ha 1HPOpMaALIHHUX CTEHAax Ta B Oy.b-
SIKUH 1HIIUH CI10C10;

4) 3abe3meueHHsl IMABUIICHHS KBami(ikamii IeIaroridyHuX, HAyKOBHX 1 HAyKOBO-
NeJIaroriYHUX MPAaIiBHUKIB;

5) 3abe3nedeHHs HasIBHOCTI HEOOX1THUX PECYPCIB JIJIsl OpTaHi3aiii OCBITHHOTO MPOLECY,
y TOMY YHCJ1 CaMOCTIHHOT poOOTH CTYIEHTIB, 32 KOKHOIO OCBITHBOIO MMPOTPAMOIO;

6) 3a0e3nedeHHs HasBHOCTI 1H(GOpPMALIMHUX CUCTEM Ui €(PEKTUBHOrO YIPaBIIHHS
OCBITHIM MPOILIECOM;

7) 3a6e3neyeHHs myoaigHocTi iHGopMaiiii mpo OCBITHI porpamu, CTYIEHI BUIIOT OCBITH
Ta KBaJi(ikarii;

8) 3a0e3MeveH s TOTPUMAaHHS aKaIeMigYHOT JOOPOUECHOCTI MpaliBHUKaAMH YHIBEPCUTETY
Ta 3700yBayaMH BUIIOi OCBITH, Y TOMY YHCJl CTBOpPEHHS 1 3a0e3nedeHHs] (yHKIIOHYBaHHS
e(heKTUBHOI CUCTEMHU 3ar00IraHHs Ta BUSIBJICHHS aKaJeMIYHOTO IUIariary;

9) iHIIKUX TIpoLeayp 1 3aX0IiB.

V. MaTpuus BiANOBiZHOCTI MIPOrpaMHUX KOMIIETEHTHOCTE
KOMIIOHEHTaM OCBITHBOI IPOrpaMu
Martpuiisg BIAMOBIAHOCTI MPOTPAaMHUX KOMIIETEHTHOCTEH KOMIIOHEHTaM OCBITHBOT
porpamu npezacrasieHa B Jlonatky b.

V1. MaTpuus 3a0e3nedyeHHsi pe3yJibTaTiB HABYAHHA
BiANOBITHUMH KOMIIOHEHTAMH OCBITHBOI IPOTrpamMu
Marpuris 3a0e3nedeHHs pe3ynbTaTiB HaBYaHHS BiIMOBITHUMU KOMIIOHEHTAMH OCBITHBOT
IporpamMu npezacrasieHa B /fonarky B.


http://khnu.km.ua/root/files/01/06/03/024.pdf
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CTpyKTYypHO-JIOTiYHA cXeMa OCBITHBHOI IPOrpamMu
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V. Martpuus BiAIOBiAHOCTI NPOrpaMHHUX KOMIIETEHTHOCTEMH
KOMIIOHEHTaM OCBITHBHOI POrpamMu

Honatok b
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V1. MaTtpuus 3a6e3neuyeHHs nporpaMHux pe3yabrartiB HapuanHs (IIPH)
BIAMOBIITHMMH KOMIIOHEHTAMU OCBITHBLOI IPOrpaMu
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