MIHICTEPCTBO OCBITU I HAYKH YKPATHU
XMEJBbHUIKU HAIIIOHAJIbHUA YHIBEPCUTET

3ATBEP/’KEHO

Buena paga XMeIbHUAIIBKOTO
HaIllOHAJIBHOTO YHIBEPCUTETY
POTOKOMI BiJ 2022 p. Ne_

['onosa Buenoi paau
Mukosna CKHMBA

ITianuc Im'st, mpi3BuLIe

OCBITHBO-ITIPO®ECIVMHA ITPOT'PAMA

«Ki0epOe3neka»
PIBEHb BUIIIOI OCBITH nepuuii (dakajJaBpCcbKMii)
CHEOIAJBHICTH 125 - Kibep0Oe3neka
T'AJIY3b 3HAHb 12 - Indpopmaniiini TexHoJiorii
OCBITHSI KBAJII®IKALIS O0akasaBp 3 Ki0epOe3neku

OcBiTHS mporpamMma BBOAUTHCH Y il0

3 2022 p.
Haka3 Bix 2022p. Ne
Pexrop Cepriit MATIOX

ITigrmic Im's1, mpi3BHIIE

XmenpHUIbKkun 2022



BHECEHO

Kadenpa kibepOesneku

[TpoTokod Bix

3aB. kadenpu Opiit Kaborr

2022 p. Ne

INPOEKTHA I'PYIIA

I'apanT (KepiBHMK NPOEKTHOI IPyIn)

Bikrop YernryH, K.T.H., JIOLIEHT
TTignuc Im'st, mpi3BHILIE, BYCHUH CTYIIHb, 3BaHHS

YjieHH MPOEKTHOIL IPYIM:

Outekcannp AHIPOIIYK, JI.T.H., Ipodecop

linrme Im's, mpisBume Migmuc Im's1, ipi3BUIIe, BUCHUH CTYIiHb, 3BaHHS
Opiii Knpor, K.T.H., JIOLEHT
ITigrmc Im's1, ipi3BHILE, BYCHHUH CTYIiHb, 3BaHHS
Bepa TiToBa, K.T.H., JIOIICHT
ITigrmic Im's1, ipi3BHILE, BYCHUH CTYITiHb, 3BaHHS
Biktopist OpiieHKO, K.T.H., IOIICHT
ITigmuc Im's1, ipi3BHILE, BYCHUH CTYIiHb, 3BaHHS
Buena pana dakyabrery iHpopMmaniiinux | HaByaJbHO-MeTOAMYHMI BiIi
TEXHOJIOT1i
3aBigyBau Jlapuca JIro6oxuHeIb
[Iporokon Bix 2022p. Ne Hipme Iv's, npissume

I'onosa BueHoOi paau Ouner CaBeHKO

TTinmmc Im's1, mpi3BHILE

HaBuajabuuii Bigaia

Oner CamoIirok
ITinmuc Im's1, mpi3BuILE

3aBimyBau

Binain 3a0e3neueHHs AKOCTI BHIIIOI OCBITH

T"anna KpacuipHHKOBa
ITigmuc Im's1, mpizBuIEe

3aBigyBau




IIpogiuab ocBiTHBLOI Mporpamu 3i cneniaJabHOCTI

125 KIGEPBE3IIEKA

Kop i HaliMeHyBaHHS CIIENialbHOCTI

1. 3araabHa indopmanist

IToBHa Ha3Ba 3akJaqy
BUILIOI OCBITH Ta

XMeNbHUIIPKUN HallIOHATBHUN YHIBEPCUTET
@akynpTeT iHPOPMALIHHIX TEXHOJIOT1H

CTPYKTypHOTO Kadenpa xibepbe3nexu
nigpo3aiay
Cryninb BUIIOi ocBiTH | bakanasp

Odiuiitna nazpa
OCBITHBOI IpOrpamMu

OcsitHpo-nIpoheciiina nporpama «Kidepoesnekar

OcBiTHs KkBaJiikanis

bakanaBp 3 kibepbe3nexu

Tun gumiaomy ta
00CAr OCBITHBOI

Tun nuIIoMy — OAMHUYHHK, 00CAT OCBITHROT porpamMu — 240 KpeauTiB
€KTC, Tepmin HaBuaHHS — 4 POKH

nporpamMmm
HasiBHicTb [lepBunHa akpenuTariis, ceptudikar Big 30.06.2021p. Ne 1927
akpeaurauii
Huka/pisens Harnionansna pamka kBasidikaiiii — 6 piBeHs;
FQ-EHEA — nepmmii mux;
EQF LLL — 6 piBenb
IlepenymoBu HasiBHiCTh TOBHOI 3arajibHOI CepeIHbOI OCBITH
MogBa BuKk/JIagaHHA YKpaiHCbKa
TepMmiH aii ocBiTHLOI
P AL oc ° 4 poxu

nporpamu

InTepHer agpeca
NOCTiHHOTO
PO3MillleHHS OCBITHBOI
nporpamMu

https://www.khnu.km.ua/root/page.aspx?1=0&r=50&p=5&f=%D0%91

2. MeTta ocBiTHbOI IporpamMun

[TinroroBka BHCOKOKBaTI(PIKOBAHUX Ta KOHKYPEHTOCHPOMOKHMX (DaxiBIIB 31 CTYIIEHEM BUIIOI OCBITU
OakanaBp, 3JaTHUX BHKOPHUCTOBYBAaTM 1 BIpPOBAaKYBaTH TexHousorii iHQopmarniiiHoi Ta/abo
Ki0epOe3neKu, MoB'sI3aHuX 13 3a0€3MeUeHHAM [UTICHOTO MiAXOAY J0 3aXUCTYy CHUCTEM BiJI aTak Xakepis,
BIPYCiB, HECAaHKI[IOHOBAHOTO JOCTYIY /10 KOH(IJEHIIHHUX JaHUX TOLIO y pi3HUX cdepax npodeciiHoi
MISUTBHOCTI

3. XapakTepucTHKa 0CBiTHBOI POrpaMu

I"any3b 3HaHb - 12 [HpopMmartiiiai TexHoIOTIT
CrnemianbHicTh - 125 KibepOesneka

IIpeameTHa 00.1aCcTH
(rany3b 3HaHb,

cneniajJbHIiCTh, O0'extn mpodeciiHOl AIIILHOCTI BUITYCKHUKIB!
cneniajizanisa (3a — o0'extu 1H(oOpMaru3allii, BKIOYAOYM KOMIM'IOTEpHI, aBTOMAaTH30BaHI,
HasIBHOCTI)) TEJICKOMYHIKAIiiHi, iH(opMartiiiHi, iHdopMaIiitHO-aHATI THYHI,

iH(popMaliifHO-TeleKOMYHIKaliliHI cucTeMH, iHpOpMaLiiiHI pecypcH i
TEXHOJIOTII;

— TexHoJorii 3a0e3nedeHHs Oe3neku iHpopmaii;

— TIpoIlecH ympaBiiHHs 1H(OpMaIliiiHO Ta/abo KibepOe3nekor 00'€KTiB,
0 MiAJIATAI0Th 3aXUCTY.

Ilini HaBYaHHS WIATOTOBKA (paxiBI[iB, 3JaTHHUX BHUKOPHUCTOBYBATH 1

BIIPOBA)KYBAaTH T€XHOJIOT11 iHhopMaIiiiHOoi Ta/abo KibepOe3neKu.




Teopernunuit 3MicT IpeaAMETHOT 00J1aCTi
3HaHHS
— 3aKOHOJ/IaBYOi, HOPMATHUBHO-TIPAaBOBOi 0a3u VYKpaiHM Ta BHMOT
BI/IMOBIIHUX MIDKHAPOJHHMX CTAHAAPTIB 1 MPaKTUK MO0 3IHCHEHHS
npodeciiftHol NisTBHOCTI;
— TMPUHIMIIIB CYMPOBOJY CHUCTEM Ta KOMIUIEKCIB iH(popmarlliiiHoi Ta/abo
KibepOe3neku;
— Teopii, MoJieJIell Ta MPUHIIMIIIB YIPABIIHHS TOCTYIIOM /10 iH(pOopMaiiHuX
pecypcis;
— Teopii CUCTEM YIpaBJIiHHA 1HPOPMAIIIHOI Ta/a00 KibepOe3neKoro;
— METOZIB Ta 3ac001B BUSBJICHHS, YIIPABIIHHS Ta iIeHTU]IKAL] pU3HKIB;
— METOJIIB Ta 3aco0iB OIIHIOBaHHA Ta 3a0e3MedeHHs HEOOXiTHOTO PiBHS
3aXUIICHOCTI 1HpOpMAIIiT;
— METOAIB Ta 3aco0iB TEXHIYHOIO Ta KPUNTOrpaiqyHOrO 3aXUCTy
iH(opmarrii;
— Cy4acHHX iH(pOpMAIIITHO-KOMYHIKAIIITHIX TEXHOJIOTI;
— Cy4aCHOTO MpPOrpaMHO-armapaTHOro 3a0e3nedeHHs iH(opMaliiitHo-
KOMYHIKAI[IHHUX TEXHOJIOT'1H;
— aBTOMATH30BAaHUX CHCTEM IPOEKTYBaHHS.
MeTou, METOAMKY Ta TEXHOJIOTi:
Metoan, MeTOAMKH, iH(OPMAIiITHO-KOMYHIKAIIifHI TEXHOJIOTii Ta iHIII
TEXHOJIOT11 3a0e3neueHHs iHpopMaliifHoi Ta/abo KidbepOe3neKH.
IHCTpYMEHTH Ta 00T IHAHHS:
— CHCTEMH pO3poOKH, 3a0e3MeueHHs, MOHITOPUHTY Ta KOHTPOIIO MPOILECIB
iHpopMariiHoi Ta/abo KibepOe3neKku;
— CydacHe MporpamMHO-anapaTHe 3a0e3rnmeueHHs iH(pOopMaIiliHO-
KOMYHIKaI[IHUX TEXHOJIOT1il.

OpienTanis 0cBiTHBOL
nporpamMu

OcsitHBO-TIpO(eEciiiHa mporpama.

3MaTHICTP  OpPraHi3oByBaTH Ta MIATPUMYBAaTH  KOMIUIEKC 3aXOMiB
iHpopmamiiiHoi Ta/abo kibepOesnekn y pi3HUX cdepax mpodeciitHol
TiSUTBHOCTI BIAMOBIHO /10 HASBHUX PHU3UKIB Ta IMOBIPHUX 3arpo3 3TiHO
BHMOT HAI[IOHAIBHUX Ta MDKHAPOIHUX CTAHJAPTIB 1 MPAKTHK, 3aKOHOJaBYO1
Ta HOPMAaTHUBHO-TIPAaBOBOI 0a3u YKpaiHu.

OcHoBHUH QoKyC
OCBITHBOI IPOrPaMH Ta
cneniaizamnii

CrermianbpHa OCBITa B raiy3i IHPOPMaLIMHUX TEXHOJOTIN 3a CHEIiaTbHICTIO
kibepbes3neka. AKIIEHT MporpaMu 3po0dJIeHO Ha po3po0Ili, BIPOBAHKEHHI Ta
CYIpPOBOJI KOMIUIEKCHUX CHCTEM 3axHcTy iHopmarii, mo 0a3yeThcsi Ha
aHayi3i, BHSBJIEHHI Ta OI[IHIOBaHHI MOXJIMBUX 3arpo3, ypas3lHuBOCTEH 1
NecTallIi3yr0UiX YMHHUKIB 1HPOpMAaIITHOMY TPOCTOpY Ta iH(HOpMaLiHHUM
pecypcam, Ta Ha PU3HUK-OPIEHTOBAHOMY KOHTPOJi JOCTYIy JO
1H(pOpMaLIIHHUX pecypciB.

KirouoBi cnoBa: kibepOesneka; iHpopmauiiiHa Oe3mneka, iHpopMaiiiiHO-
KOMYHIKaIlliHI CHCTE€MH, 3arpo3d 1 pPHU3UKH, MOHITOPHUHI, MNpOTrpamHi 1
MporpaMHO-anaparHi  3aco0M  3axHCTy, TEXHIYHI 3aco0M  3aXHUCTY,
KpunTorpadiuHuil 3aXUCT, aHTUBIPYCHUHN 3aXUCT, CTAHJAPTH 1HPOpMaLiHOT
Oe3meku, mOMTUKM iH(opMmamiiiHoi Ta/abo KkibepOesneku, CcHCTEMH
ynpasiiHHSA 1H(OopMaIiiiHO Ta/ab0 KibepOe3neKoro.

Oco0auBocTi
nporpamMmu

InrerpoBana miaroroBka (axiBIiB [0 BHpINIEHHS 3aBAaHb y cdepi
iHdopmariiiinoi Ta/abo kibepOesmeku, MO Tiependadae PoO3poOJICHHS,
BIIPOBQ/KEHHA Ta  CKCIUTyaTalil0o  KOMIUIEKCHMX  (iHpopMaiiifHuX,
TEJIEKOMYHIKalIHHNUX, TEXHIYHUX) CUCTEM 1 3aXO[IiB 3aXUCTy iHpopMaIlii Ha
00’ekTax iH(opMaLiiHOI JiSIBHOCTI.




4. IlpuaaTHicTh BUNNYCKHMKIB /10 MPaleBJIAIITYBAHHS TA NOJAAJbIIOI0 HABYAHHS

IpunatHicTs 10
npaineBJaAMITYBAHHA

BumyckHUK OCBITHBOrO piBHS OakamaBp MIiCHS YCHIIIHOTO BUKOHAHHS
OCBITHBOI MPOTPaMH 3/1aT€H BUKOHYBATH MpodeciiiHy poOoTy 1, BIAMOBITHO
no HamionaneHoro xnacugikaropa Ykpainu: Kiacugikarop npodeciii
(IK 003:2010), 3aiimaTi IEpBUHHY MTOCAy 3a KaTETOPISIMHU:

2132.2 Po3poOHUK cucTeM 3axXUCTy iHhopMmarii

2139.2 AaMiHICTpaTOp MEPEX 1 CHCTEM

2139.2 AnaniTuk 3arpo3 6e3nexu

2139.2 AHaITUK CHCTEM 3aXHUCTy iH(opMaIlii Ta OIiHKHA Bpa3IMBOCTEH
2139.2 Ananituk 3 6e3nexu iHpOpMaIitHO-TENEKOMYHIKAI[ITHUX CUCTEM
2139.2 liznaBau (cdepa kibepde3nekn Ta 3aXxucty iHdopmarrii)

2139.2 Excniept-kpuminaiict (cdepa kibepOe3neku Ta 3axucty iHpopmartii)
2139.2 ExcniepT-KpuMIHATICT CyI0BOi eKcriepTusu (cdepa kibepOesneku ta
3axucTy iHpopmaii)

2139.2 Cnijruuii 3 Kibep3104rHIB

2139.2 daxiBenp 3 KpuNTOrpadiuHOro 3aXucTy iHGopMarii

2139.2 @axiBenp 3 mnuTaHb Oe3neku (iHOPMAIITHO-KOMYHIKAIIHHI
TEXHOJIOT'1)

2139.2 daxiBenp 3 TIATPUMKH 1HPPACTPYKTYPH KiOep3axucTy

2139.2 daxiBenp 3 pearyBaHHs Ha IHIUACHTH KiOepOe3neKu

2139.2 daxiBenp 3 TECTYBaHHS CUCTEM 3aXUCTY iHMOpMaIIii

2139.2 daxiBenp 3 TEXHIYHOTO 3aXUCTy iH(opMarii

2139.2 daxiBens chepu 3axucTy iHboOpMaIii

2359.2 Tnctpykrop-metoauct 3 iHpopmalliiHo1 Oe3rmeku Ta kibepoe3neku
3439 daxiBenp 13 opraHizariii iHpopmarliiinoi 6e3neku

3439 daxiBens i3 opraizailii 3aXucTy iHPOpMAIii 3 0OMEKESHHM JOCTYIIOM

IHomaapuie HAaBYaAHHSA

MOoXIUBICT, HaBYAaHHSA 3a MPOTPaMOI0 IPYTroro (MaricTepchbKoro) piBHS
Bumoi ocBith. HaOyTTs gomaTkoBuUX — KBamidikamiiih B CHCTEMI
HICHAIUIIIOMHOI OCBITH.

5. BukjgagaHHA TA OLIHIOBAHHSA

Buxkiaaganus ta
HABYAHHS

CTyneHTOLIeHTpOBaHe, poOJIeMHO-OPIEHTOBAaHE HaBYaHHS, AKe
peanizyerbest y hopMax MpoOIeMHUX JIEKIIH, TPAKTUIHUX 3aHATh B MaJIUX
rpymnax, IpakTHKyMiB, JJaOOpaTOpHUX pOOIT, CaMOCTIHHOT poOOTH, PI3HUX
BU/IIB IPAKTUK, BUKOHAHHS 1H/IMB11yaJIbHUX 3aB/IaHb, KYPCOBHUX MPOEKTIB Ta
kBasigikamiitHoi podotu Tommo. [loenHyOThCS KiIacHuHi (TOSICHIOBAJIBHO-
UTFOCTPaTUBHI, PENpPOAYKTUBHI, MPaKTU4HI) Ta IHHOBaUilHI (IpobiieMHi,
MIPOEKTHI, MPOJYKTHBHI, IHTEPaKTHBHI, IIpOBi, TPEHIHIOBi, HaBYAHHS Y
CHIBIIpalli, MOJYJIbHO-PO3BUBAJbHI, PO3BUTKY KPUTUYHOTO MHCIIEHHS,
KOHTEKCTH1, MOJIETIIOBaHHsI, 1H()OpMaIliiiHO-KOMIT FOTEpHI TOI0) TEXHOJIOTIT
HaBYaHHSI.

OuiHoBaHHA

OniHrOBaHHS HaBYAIBbHUX JOCSATHEHb 3/IHCHIOETHCS 3a IHCTUTYILIHHOIO 4-X
OaJIbHOIO MIKAJIOKO («BIIMIHHOY, «100pe», «3a0BIIILHOY, «HE3aI0BUIBHOY) 1
BepOabHOIO («3apaXx0BaHO», «HE3aPaXOBAHO») CUCTEMOIO.

Buau koHTpoOdIO: BXiAHWMA, TOTOYHHM, TEMATHYHHUMA, TEPIOTUIHHM,
M1JCYMKOBHM, CAMOKOHTPOJb.

@®opMu KOHTPOJTIO: YCHE Ta MMChMOBE OMTUTYBAHHS, TECTYBaHHS, BUPIIIIEHHS
CUTYallIiHUX 3aBIaHb, MMyONIYHI BHCTYIHM, NMpakTHU4YHA MepeBipka (A1T0B1
irpu, Ipe3eHTallii), 3aXUCTH 3BITIB 3 Ja0OpaTOPHUX POOIT, 3BITIB 3 MPAKTHK,
KYpCOBHX MPOEKTIB, KBai(ikaliiHOi poOOTH TOLIO.

6. Ilepesik KOMIEeTEHTHOCTEH BUIYCKHUKA

InTerpaibua
KOMIIETeHTHICTH

3naTHICTh PO3B’SI3yBaTH CKJIAJHI CHEI[iali30BaHi 3aJadi Ta MPaKTHYHI
npobiemMun y ramy3i 3a0esnedeHHs 1HdopmariiiHoi Oe3neku 1/abo
KiOepOe3neKn, 0 XapaKTepPU3YIOThCS KOMIUICKCHICTIO Ta HEHNOBHOIO




BH3HAYCHICTIO YMOB.

3arajabHi
kommnereHTHOCTI (3K)

3K 1. 3gatHicTh 3aCTOCOBYBATH 3HAHHS Y MPAKTHYHUX CUTYAaLlisX.

3K 2. 3naHHs Ta po3yMiHHS IPEAMETHOI 00J1acTi Ta po3yMiHHS MTpodecii.
3K 3. 3partHicTh mpodeciiHO CHUIKYBaTHCSA JACPKAaBHOIO Ta iHO3EMHOIO
MOBaMH SIK YCHO, TaK 1 MUCbMOBO.

3K4. BwMmiHHS BHSBIATH, CTaBUTH Ta BHUPINIyBaTH MpoOiieMH 3a
npodeCiiHUM CIIPSMYBaHHSIM.

3K 5. 3aarnicTh 10 ouryky, o0poOiieHHs Ta aHami3y iHdopMariii.

3K 6. 3gaTHiCTh peati3yBaTH CBOI IIpaBa 1 000B’SI3KH SIK YJIeHA CYCIILILCTBA,
YCBITOMJTIOBAaTH LIIHHOCTI TPOMAASHCHKOTO (BUIBHOTO JEMOKpPATHYHOTO)
CYCIJIbCTBA Ta HEOOX1AHICTh HOTO CTAJIOr0 PO3BUTKY, BEPXOBEHCTBA MpPaBa,
npaB i CBOOO JIFOJMHHU 1 TPOMAITHUHA B YKpaiHi.

3K 7. 3narHicTh 30epiratv Ta MPUMHOXKYBATH MOPaJibHi, KyJbTYpPHI, HAYKOBI
IIHHOCTI 1 JOCSTHEHHS CYCHUILCTBA Ha OCHOBI PO3YMIHHS icTOpii Ta
3aKOHOMIPHOCTEH PO3BUTKY MpeAMETHOI 00sacTi, ii MICIM Yy 3arajibHii
CHCTeMi 3HaHb MPO MPHPOIY 1 CYCHIIBCTBO Ta Y PO3BUTKY CYCIHIJIBCTBA,
TEXHIKM 1 TEXHOJOTIH, BUKOPUCTOBYBATH Pi3HI BHIM Ta (GopMU pyXxoBOi
AKTUBHOCTI I aKTUBHOTO BIAMIOYMHKY Ta BEACHHS 3I0POBOTO CIIOCOOY
KUTTSL.

daxosi
kommneTeHTHOCTI (PK)

@K 1. 3maTHICTH 3aCTOCOBYBATH 3aKOHOJABUy Ta HOPMATHBHO-IIPABOBY
0a3y, a TaKOXX JepKaBHI Ta MIXKHAPOJIHI BUMOTH, IPAKTUKU 1 CTAaHAAPTH 3
METOX0 3A1iCHeHHS MTPOodeciiHOT NisUTFHOCTI B Taly31 iHpopMaIiitHoi Ta/abo
KiOepOe3neKwy.

®K 2. 3pgartHICTP A0 BHUKOPUCTAaHHS iH(OpMAIIHO-KOMYHIKAIIITHIX
TEXHOJIOT1H, CydacHUX METOAIB 1 Mojenel iHopmarliitHoi Oe3neku Ta/abo
KibepOe3neKu.

@®K 3. 3naTHICTh 1O BUKOPHUCTAHHS MPOTPaMHUX Ta IPOrpaMHO-arapaTHUX
KOMIUICKCIB ~ 3aco0iB  3axucty  iHpopmamii B iHpopMaliiiHo-
TEJIEKOMYHIKalliiHUX (aBTOMaTH30BaHHUX ) CUCTEMAX.

®K 4. 3patHicth 3a0e3medyBaTH  HEMEPEPBHICTH  Oi3HECY  3TiJHO
BCTAHOBJICHO1 IOJIITUKY 1H(OpMaIliiiHo1 Ta/ab0 KibepOe3meKy.

OK 5. 3paTHicTh 3a0e3meuyBaT 3axXUCT 1HQOpMalii, 1o 00poOIIgeThCA B
iHpopMaliiHO-TEIEKOMYHIKAalIHHUX ~ (aBTOMAaTH30BaHUX) CHUCTEMax 3
METOI0 peaii3allii BCTAaHOBJCHOI TMOMITHKK 1HOpMaIiitHoi Ta/abo
KibepOe3nexu.

@K 6. 31aTHICTh BiIHOBIIOBATH IITaTHE (DYHKIIOHYBaHHS 1HQOpMaIIHUX,
iHpOopMalifHO-TEIEKOMYHIKALIHHIX (aBTOMATU30BaHUX) CUCTEM MiCIs
peanizaiii 3arpo3, 3/iiCHEeHHs Ki0epaTak, 300iB Ta BiIMOB PI3HUX KJIaciB Ta
MOXOJ[KEHHS.

O®K 7. 3patHicTh BIpoOBa/KyBaTH Ta 3a0e3neuvyBaTH (PYHKIIOHYBaHHS
KOMIUIEKCHUX CHUCTeM 3axucTy iH(popMalii (KOMIJIEKCH HOPMAaTHBHO-
MPaBOBUX, OpraHi3allifHUX Ta TEXHIYHUX 3acO0IB 1 METOMIB, IMPOIEayp,
MPAKTUYHHUX MPUIOMIB Ta iH.).

@K 8. 3parHicTh 3AIMCHIOBATH MPOIEAYPH YIPABITIHHS I1HIUJICHTAMH,
MIPOBOJIUTH PO3CIIIyBaHHS, HA/IaBaTH iM OLIIHKY

O®OK 9. 3patHicTh 3ailicHIOBaTH npodeciiHy ISIBHICTH Ha OCHOBI
BIIPOBA/KEHOI ~ CHCTEMHM  ympaBiiHHA  iHQopMmaliiiHolo  Ta/abo
Ki0epbe3neKoro.

@K 10. 3naTHicTh 3aCTOCOBYBATH METOM Ta 3ac00M KpunTorpadiuHoro ta
TEXHIYHOT0 3aXUCTy iH(opMallii Ha 00’ ekTax 1HPOPMAaLIIHOI JISUTBHOCTI.
@K 11. 3paTHICTP BUKOHYBATH MOHITOPHHI TPOLECIB (PYHKIIOHYBaHHS
iH(popMaLiiHuX, 1H(OPMaLIHHO-TEIEKOMYHIKAlIMHUX (aBTOMAaTH30BaHMX)
CHCTEM  3TiIHO  BCTaHOBJEHOI MOMITUKKA  iHpopmauiiHoi  Ta/abo
Ki0epbOe3nexu.




®K 12. 3maTHicTh aHANMI3yBaTH, BUSBJISTH Ta OLIIHIOBATH MOJKJIMBI 3arPO3H,
ypa3iaMBOCTI Ta JAecTaOuli3yloul YMHHUKU iH(OpMaIiiiHOMy MpocTopy Ta
iHQopMmariiHUM ~ pecypcaM  3TiTHO 3  BCTAHOBJICHOIO  IOJIITHKOIO
iHpopMmariiiHoi Ta/abo KibepOesneku.

7. Illporpamui pe3yabraru Hapuyanusa (IIPH)

ITPH 1. 3acTocoByBaTH 3HaHHS JEPKABHOI Ta iHO3EMHHMX MOB 3 METOIO 3a0e3neueHHs e€(heKTUBHOCTI
npodeciifHoT KOMyHiKarii.

ITPH 2. Oprani3zoByBaTu BiacHy NnpodeciiHy AisuIbHICTh, OOMpaTH ONTHMAJIbHI METOJU Ta CIIOCOOU
PO3B’A3yBaHHS CKJIAJHHUX CIEIiali30BaHUX 33Ja4u Ta NPaKTUYHUX MpobieM y npodeciiiHiil TisIbHOCTI,
OIIIHIOBATH 1XHIO €()EKTHBHICTb.

[TPH 3. BukopucToByBaTH pe3yiIbTaTH CaMOCTIHHOTO MOIIYKY, aHAi3y Ta CHHTE3Y iH(popMaIlii 3 pi3HUX
JoKepen 11 epeKTUBHOTO PillleHHs CIIEIiali30BaHuX 3a7a4 MpodeciiHOoi AiSTBHOCTI.

[1PH 4. Anani3zyBartu, apryMeHTyBaTH, IPUHMAaTH PIIIEHHS [TPH PO3B’sI3aHHI CKIIATHHUX CIEI[iali30BaHUX
3a/1a4 Ta MPaKTUYHUX MpobsieM y mpodeciitHii AiSUTbHOCTI, K1 XapaKTePU3YIOThCS KOMIUIEKCHICTIO Ta
HETMOBHOIO BU3HAYEHICTIO YMOB, BiJIOBIIATH 3a MPUUHATI PIIICHHS.

IIPH 5. AnmanTyBaTucss B YMOBax 4acToi 3MIHH TEXHOJIOTIH MpogeCiiHOI MisIIbHOCTI, MPOrHO3yBaTH
KIHLIEBUH pe3yJbTar.

IIPH 6. KpuTHYHO OCMMCIIOBATH OCHOBHI TEOpii, NMPUHLMIHN, METOAM 1 MHOHATTS y HAaBYaHHI Ta
npodeciifHiil AiSUTEHOCTI.

ITPH 7. [lisTi Ha OCHOBI 3aKOHOJaBYOi Ta HOPMATHBHO-NIPABOBOI 0a3u YKpaiHW Ta BUMOT BiJIITOBITHUX
CTaHJAPTIB, Y TOMY YMCIII MDKHAPOTHUX B Tay3i iHpopmaniiiHoi Ta/abo kibepOesneku.

ITPH 8. T'otyBatu mpomo3uuii A0 HOPMATHUBHUX akTiB 00 3abe3neuyeHHs iHGopMaliitHoi Ta/abo
KibepOe3neKH.

IIPH 9. BnpoBapkyBaTu mporecu, 1o 0a3yloThCsl Ha HallOHAJBHUX Ta MDKHapOAHUX CTaHIapTax,
BUSIBJICHHS, 1IeHTH (iK1, aHaTi3y Ta pearyBaHHs Ha iHIMISHTH iHPopManiliHoi Ta/abo kibepOesneku.
ITPH 10. BukonyBatu aHamii3 Ta 1eKOMIO3UII0 1H(HOPMaLIHHO-TeNIEKOMYHIKAI[IHTHIX CUCTEM.

I[TPH 11. BuxonyBaTtu aHami3 3B’SA3KiB MDK iHQOpMamiiHMMH TpoIlecaMH HA  BiJJaJCHHUX
00YHCITIOBAJIBHUX CUCTEMAX.

ITPH 12. Po3po0iiatu Moieni 3arpo3 Ta MOpyIIHUKA.

IIPH 13. AmnamizyBaTH TpOeKTH 1HQOpMAIIITHO-TEIEKOMYHIKAIIHHUX CHUCTeM 0a3ylouuch Ha
CTaHJAPTHU30BAHUX TEXHOJIOTISX Ta MPOTOKOJAX Mepeadi JaHuX.

I1PH 14. BupimyBaTu 3aBAaHHs 3aXUCTy Iporpam Ta iHdopmMailii, o oopo0sieTses B iHpopMariitHo-
TEJIEKOMYHIKAllIMHUX ~ CcHCTeMax  IporpaMHO-almapaTHUMU  3aco0amMu, Ta  JaBaTH  OIHKY
Pe3yIbTATUBHOCTI SIKOCTI NPUNHHATHX PILIEHb.

[IPH 15. BuxopucTtoByBaTM Cy4yacHe MporpamMHo-anaparHe 3a0e3mneueHHs  1H(oOpMaliiHoO-
KOMYHIKAI[iHHUX TEXHOJOT1H.

I1PH 16. PeanizoByBaTu KOMIUIEKCHI CUCTEMH 3aXHCTy iHpopMalii B aBToMaTn30BaHux cucreMax (AC)
oprasizariii (manprueMcTBa) BiAMOBIIHO 10 BAMOT HOPMATHBHO-TIPABOBHUX JOKYMEHTIB.

[1PH 17. 3abe3neuyBaTu HpoIECH 3aXUCTy Ta (PyHKLIOHYBaHHS 1H(OpMaliifHO-TeIeKOMYHIKalIHHUX
(aBTOMAaTHU30BaHMX) CUCTEM Ha OCHOBI MPAKTUK, HABUYOK Ta 3HaHb, 1010 CTPYKTYPHUX (CTPYKTYpPHO-
JIOTIYHUX) CXEM, TOIOJOrIl Mepexi, Cy4yaCHUX apXITeKTyp Ta MOJEJeH 3aXUCTy €eJIeKTPOHHUX
iHpopMaLiHUX pecypciB 3 BiIOOpaKEHHSAM B3a€MO3B’A3KiB Ta iHOpMaLiHHUX MMOTOKIB, IPOLIECIB JIIs
BHYTPILIHIX 1 BIIJAJIECHUX KOMITIOHEHT.

ITPH 18. BuxopucTroByBaTH IporpaMHi Ta IpOTrpaMHO-anapaTHi KOMIUIEKCH 3aXUCTy iH(OpMaIiitHux
pecypcis.

ITPH 19. 3actocoByBaTu Teopii Ta METOAM 3axuUCTy i 3a0e3nedeHHs Oesneku iHpopmarii B
iH(pOpMaliifHO-TeIEKOMYHIKaLIHHIX CHCTEeMaXx.

[1PH 20. 3a0e3neuyBatu QyHKIIOHYBaHHS CIEL1aJbHOTO MPOrpaMHOro 3a0e3MeueHHs, O0A0 3aXUCTY
iHpopmanii BiJ pyHHYIOUMX T[pPOrpaMHUX BIUIMBIB, pYyHHYIOUMX KOJAIB B iH(opmariitHO-
TEeNEKOMYHIKAI[IHHUX CUCTeMaX.

I1PH 21. BupinryBaTtu 3a1aui 3a0e31e4eHHs Ta CyIpOBOY (B T. YUCIIi: OTJIS, TECTYBAaHHS, MiJ3BITHICTD)
CHUCTEMHU YIPABIIHHS JOCTYIIOM 3TiIHO BCTAHOBJICHOI MOJITUKA Oe3neku B iHMOpPMAIIHHUX Ta
iH(pOpMalifiHO-TeIEKOMYHIKaIlIHHUX (aBTOMAaTH30BaHUX) CUCTEMAX.




[TPH 22. BupimyBatu 3amadi ynpaBiiHHS OpoleaypaMu iaeHTHdIKalii, aBTeHTHdIKaIli, aBTOpU3aIii
IpoIeciB 1 KOpUCTyBauiB B iH(OpMAaIiiiHO-TeNEKOMYHIKAIIIfHUX CHCTeMaxX 3TiJHO BCTAHOBJIECHOI
noiTHKY 1HQOopMaIiifHOoi 1/a00 KidepOe3nek.

ITPH 23. PeamizoByBaTH 3ax0oAd 3 TMPOTHIII OTPUMAHHIO HECAHKI[IOHOBAHOTO JOCTYIY JO
iHpopMaIiiHUX pecypciB 1 mporeciB B iHGoOpMamiiHUX Ta 1HGOPMAIIHHO-TEIEKOMYHIKAIIIHHUX
(aBTOMATH30BaHUX) CUCTEMaX.

[IPH 24. BupimyBaTu 3aaadi YHpaBiHHS JOCTYNOM A0 1HGOPMAIIHUX pPECypCiB Ta MPOIECIB B
iHpopManiiHuX Ta iH(pOpPMaLiIHHO-TEIEKOMYHIKAIHHIX (aBTOMATU30BaHMX) CHCTEMax Ha OCHOBI
MOJICJICH YIpaBIiHHSA JOCTYIOM (MaHIATHHUX, JUCKPEIIHHUX, POJHOBHX ).

[1PH 25. 3a0e3neuyBatd BBEICHHS MiA3BITHOCTI CUCTEMH YIPABIIHHSA JOCTYIOM JO €IEKTPOHHHX
iHopMmariiHuX pecypciB 1 mporeciB B iHGopMaIiiHux Ta i1H(GOpMAIIHO-TEICeKOMYHIKAIIHHAX
(aBTOMaTHU30BaHUX) CHUCTEMaX 3 BUKOPUCTAHHSIM JKYpPHANIB peecTpamii moxaid, iX aHamizy Ta
BCTAHOBJICHUX MPOLIETYP 3aXUCTY.

[TPH 26. BupoBakyBaTH 3ax0/iy Ta 3a0e3meuyBaTy peati3allito mporeciB MonepeKEHHST OTPUMaHHIO
HECaHKI[IOHOBAHOTO JOCTYNy 1 3axucTy iHpOpMamiiHuX, i1H(OPMAIIHHO-TEICKOMYHIKAIlIMHUX
(aBTOMAaTHU30BaHUX) CUCTEM Ha OCHOBI €TAIOHHOI MOJIETIi B3a€MOIii BIIKPUTUX CHUCTEM.

I[IPH 27. BwupimyBaTtu 3aga4i 3axWMCTy IOTOKIB JaHMX B iH(QOpMaliiHUX, 1HPOpPMAIIHHO-
TEJIEKOMYHIKaliHHUX (aBTOMAaTU30BAaHMX ) CUCTEMAX.

[TPH 28. AnanizyBatu Ta MPOBOIUTH OIIIHKY €()EKTHBHOCTI Ta PiBHA 3aXUIIEHOCTI PECYPCIB PI3HHUX
KJ1aciB B iHpopManiiHuX Ta iHQOPMAIifHO-TEIEKOMYHIKAIlIHHIX (aBTOMAaTH30BaHUX) CUCTEMaX B X0
MPOBEICHHS BUIPOOYBaHb 3T1THO BCTAHOBJICHOT MOJITHKY 1HPOpMaIiiiHoi Ta/abo kibepOe3nexu.

ITPH 29. 3piiicHOBaTH OIIHIOBAaHHS MOXMJIMBOCTI peajizamii MOTEHI[IHHUX 3arpo3 iHdopmMarii, 1o
0o0pobusieTbess B iHPOPMAIIITHO-TEIEKOMYHIKAIIHHUX CUCTeMax, Ta €(EeKTUBHOCTI BUKOPHCTAHHS
KOMIDICKCIB 3ac001B 3aXHCTy B YMOBaX peaiizailii 3arpo3 pi3HUX KJaciB.

ITPH 30. 3giiicHroBaTH OIIHIOBaHHS MOXJIMBOCTI HECAHKIIOHOBAHOTO JIOCTYNYy JO €JIEMEHTIB
iH(pOpMaLiHHO-TEIIEKOMYHIKAIIHHIX CHCTEM.

ITPH 31. 3actocoByBaTm Teopii Ta MeTOAM 3axUCTy Juisg 3a0e3rmedeHHss Oe3leKd eJIeMEHTIB
iH(pOpMaLIHHO-TEJIEKOMYHIKAIIIHHUX CHCTEM.

[1PH 32. BwupimyBatu 3amadi ympaBJiHHS IPOLECAMU BiHOBJICHHS INTAaTHOTO (YHKIIOHYBAaHHS
iH(pOpMaLlIHHO-TEJICKOMYHIKAIIIMHUX CHUCTEM 3 BHUKOPUCTAHHSM MPOLEAYp pe3epBYBaHHS 3TiJIHO
BCTaHOBJICHOT MOJIITUKU O€3MEKH.

ITPH 33. BupimyBatu 3ajadi 3abe3neyeHHs Oe3nepepBHOCTI Oi3HeC MpoLEciB opraHizauii Ha OCHOBI
Teopii pU3UKIB.

ITPH 34. Ilpuiimatu y4acTe y po3poOli Ta BIPOBaJKEHHI cTparerii iHpopMaliifiHoi 6e3neku Ta/abo
Ki6epOe3neKy BiIMOBIIHO JI0 IiJIeH 1 3aB1aHb OpraHi3aiiii.

ITPH 35. BupinryBatu 3a/1aui 3a0€3Me4eHHs Ta CYIIPOBOly KOMIUIEKCHUX CUCTEM 3aXHUCTy iH(popMallii, a
TaKOX NPOTUAII HECAHKI[IOHOBAaHOMY JOCTYyIy [J0 1H(pOpMalidHUX pecypciB 1 TMpOIEciB B
iHpopMmaniiHuX Ta 1H(OpMaIiHO-TeNEeKOMYHIKAI[IfHUX (aBTOMAaTHU30BAaHMUX) CHUCTEMax 3TiAHO
BCTaHOBJIEHOT MOJITUKY 1HPOpMaIiiiHOi 1/a00 KibepOe3neKu.

ITPH 36. BusiBnsitu HeOe3meuHi CUTHAIN TEXHIYHUX 3ac00iB.

[1PH 37. BumiptoBatu nmapameTpu HeO€3NEYHUX Ta 3aBaJOBHUX CUTHAJIIB MiJ 4ac IHCTPYMEHTAIBHOTO
KOHTPOJIIO MPOIIECIB 3aXUCTy 1H(opMallii Ta BU3HAYaTH e(EeKTUBHICTh 3aXUCTY 1H(pOpMaIlii BiJl BUTOKY
TEXHIYHUMHU KaHaJIaM{ BIANOBITHO J0 BUMOTI HOPMaTUBHUX JOKYMEHTIB CUCTEMHU TEXHIUHOTO 3aXUCTY
iHpopMaii.

I1PH 38. IuTepnperyBatu pe3yiabTaTH IPOBEIEHHS CIELIaJbHUX BUMIPIOBaHb 3 BUKOPHUCTAaHHSIM
TEXHIYHUX 3aC001B, KOHTPOJIIO XapaKTEPUCTHK 1H(POpMaliHHO-TETEKOMYHIKALlIHHUX CUCTEM BIAMOBIAHO
JI0 BAMOT HOPMATHBHUX JIOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXHUCTY 1H(HOpMaITii.

ITPH 39. IIpoBoauTu aTecTalito (CIUparoYich Ha OOJIK Ta OOCTEKEHHS) peXKUMHUX TEPUTOPiil (30H),
MPUMIIIEHb TOIIO B YMOBax JOJEpPXKaHHS pPEXKUMY CEKPETHOCTI 13 (DIKCYBaHHSM pe3yNlbTaTiB Y
BIJIMOBIAHUX JOKYMEHTAX.

[1PH 40. InTtepnperyBatu pe3yiabTaTH MPOBEIEHHS CIELiaJbHUX BUMIPIOBaHb 3 BUKOPHUCTAHHSAM
TEXHIYHUX 3ac00iB, KOHTpOII0 XapakTepucTuk ITC BiAMOBIAHO 10 BUMOI HOPMATUBHUX JIOKYMEHTIB
CHCTEMH TE€XHIYHOTO 3aXUCTy iHQopMarlii.




ITPH 41. 3a6e3meuyBaT HeTIEpEPBHICTh IPOIIECY BEICHHS KypHAJIiB peecTpaltii mo/1ii Ta IHIUICHTIB Ha
OCHOBI aBTOMaTHU30BaHMX MPOLIEAYD.

ITPH 42. BripoBapkyBaTH TIPOIIECH BUSBIICHHS, 1IeHTH(IKAIIT, aHATI3y Ta pearyBaHHS Ha 1HIWJICHTH
iHpopMmaniiiHoi i/ab0 KibepOe3neKH.

ITPH 43. 3acTocoByBaTH HalllOHAJIbHI Ta MKHAPOHI PETYJIIOI0Y1 aKTH B cdepi iHpopMaIiiftHOT Oe3reku
Ta/a00 KiOepOe3meKu s pO3CITiIyBaHHS 1HIIUICHTIB.

[TPH 44. Bupimysaru 3agadi 3abe3nedeHHs1 Oe3repepBHOCTI Oi3HEC-TIPOIIECIB OpraHizailii Ha OCHOBI
Teopii PHU3MKIB Ta BCTAHOBJIEHOI CHUCTEMHU YIpPaBIiHHSA 1H(QOpMALifHOIO Oe3MeKo, 3TriAHO 3
BITYU3HSAHUMU Ta MI>KHapOJHUMHU BUMOTaMH Ta CTaHAapTaMH.

ITPH 45. 3acrocoByBaTtu pi3HI KJIacH MOMITHUK iH(opMaliiiHoi Oe3neku Ta/abo KibepOe3meku, Ino
0a3yr0ThCS Ha PU3HK-OPIEHTOBAHOMY KOHTPOJI AOCTYNY 110 iHGOpMAIIHUX aKTHUBIB.

[TPH 46. 3piiicHroBaTi aHaii3 Ta MiHIMI3amil0 PU3UKIB 00poOku iHdopmamii B iHGoOpMaIiiiHO-
TEJIEKOMYHIKAI[IHHUX CUCTEMaX.

[IPH 47. BupimyBatu 3amaui 3axucty iHdopmarmii, mo o0pobaserbcss B iH(opMariitHO-
TEJIEKOMYHIKAI[IHHUX CHCTEeMax, 3 BUKOPUCTAHHSAM CYYaCHHUX METOIB Ta 3ac00iB KpUITOTrpadiqHOro
3axucTy iHdopMmariii.

ITPH 48. BukonyBaTH BIIpOBaKEHHS Ta MATPUMKY CUCTEM BHUSABIICHHS BTOPTHEHb Ta BUKOPHUCTOBYBATH
KOMITOHCHTH KpUNTOrpaigHOTO 3axWCTy sl 3a0e3MEUYCHHS HEOOXITHOTO pIBHS 3aXUIICHOCTI
iH(popMalii B iHpopMaliifHO-TeIeKOMYHIKAI[ITHIX CUCTEMaX.

[TPH 49. 3a0e3neuyBaTu Haje)KHEe PYHKIIOHYBAaHHS CHCTEMH MOHITOPUHTY iH(pOpMaLiiHUX pecypciB i
mpoleciB B iHQOpMaliifHO-TeTIEKOMYHIKAIITHIX CUCTEMaX.

ITPH 50. 3abesmeuyBaTv (QYHKIIOHYBaHHS TMPOTPAMHHX Ta IPOTPaMHO-aMapaTHUX KOMILUIEKCIB
BUSBIICHHST BTOPTHEHb pI3HUX pIBHIB Ta KiaciB (CTaTUCTUYHUX, CHUTHATYpHUX, CTATUCTHYHO-
CUTHAaTypHUX).

ITPH 51. IlinTpumyBaTu mpare3faTHiCTb Ta 3a0e3nedyBaTd KOH(DIrypyBaHHS CHUCTEM BHUSABIICHHS
BTOPTHEHB B 1H(POPMAIITHO-TEIEKOMYHIKAI[IHHUX CUCTEMAaX.

[1PH 52. BukopucTOBYBaTH IHCTpyMEHTapiii UIsi MOHITOPUMHTY TmpoueciB B iH(opmariitHo-
TEJIEKOMYHIKALIHUX CHCTEMaX.

[TPH 53. BupimryBartu 3aia4i aHaiizy IporpaMHOTO KOy Ha HasBHICTh MOKJIMBHX 3arpo3.

[TPH 54. YcBinomitoBaTH IIHHOCTI TPOMAJITHCHKOTO (BUTLHOTO J€MOKPATUYHOI0) CYCIUILCTBA Ta HEOO-
X1IHICTH HOTO CTAJOTO PO3BUTKY, BEPXOBEHCTBA IpaBa, IpaB i CBOOOJ JIOJAWHU 1 TpOMaJIsHUHA B
VYkpaiHi.

8. PecypcHe 3a0e3nedeHHs peajizanii nporpamMmu

Bci  HaykoBo-menaroriuHi IMpamiBHUKH, II0 3a0€3Me4yloTh BHUKIAIaHHS Ha
OCBITHBO-TIpOQECiiHIA TporpamMi, 3a KBamidikali€to BiINOBIIAIOTh MPOPLIIO i
HanpsMy JUCLHUIUTIH, [0 BUKIIAJIAI0THCS, MAIOTh CTAX MEAaroriaHoi podoTy.

B xoni oprasi3aiii HaB4aJIbHOTO MPOLECY 3aTy4aIOTHCS POGECciOHaH 3 T0CB1IOM
JOCIIAHUIIBKOT, YIIPaBIIHCHKO1, IHHOBaIIHO1, TBOpYOi Ta (haxoBOi poOOTH.

Kapapose
3a0e3neYeHHs

Jns  opradizamii HaBYAJIbHOTO MpPOIECY 3a  OCBITHBOIO  MPOTPaMOI0
BUKOPHUCTOBYIOTBCS CIIEL1ali30BaH1 1adopaTopii, KOMIT IOTEPHI KJIacH, ayAUTOpii
U1l IPOBEIEHHS MPAKTUYHUX 1 JIEKLIHHUX 3aHSATh:

— crenianaizoBaHi JlabopaTopii BUITYCKOBOI Kadenpu: j1abopaTopis IporpaMHUX
TEXHOJIOT1H 3axXUCTy 1HQOopMaIlil; 1a0opaTopisi TEXHIYHOTO Ta KPUOTOrpadiyHOro
3axHCTy; JlabopaTopis MepexxeBoi Oe3neku JabopaTopis aKTUBHHMX 1 HMaCHBHUX
CUCTEM 3aXHCTy; Jaboparopiss KOMIUIEKCHHUX CHUCTEM 3axHCTy; JiabopaTopis
CHCTEM KOHTPOJIIO JOCTYITY.

— miaradoHHUN KabiHeT 3 MiHTraOHHUM KOMIUIEKCOM, ayio 1 BiJIe0 amapaTryporo
IUTSL 3aHSTH 3 1IHO3EMHHUX MOB.

— KOMIT'IOTEpHI KJacH iH(POpMAaIifHO-KOMIT IOTEPHOTO LIEHTPY YHIBEPCHUTETY 3
CY4YaCHOIO KOMIT'IOTEPHOIO TEXHIKOI0, MEPEXEBUM O0JIaJHaHHAM, MPOrpPaMHUM
3a0e3neyeHHsIM, BITbHUM JOCTYIIOM 10 1H(OpMalifHUX PECypCiB YHIBEPCUTETY Ta
Mmepexi Internet.

MarepianbHo-
TeXHiYHe
3a0e3nmeYeHHs




— ayauTOopii I TPOBEJCHHS MPAKTHYHUX 1 JICKIIIHHUX 3aHITHh 3 BUKOPUCTAHHSIM
MYJIBTUMEAIHHUX 3aC001B;
— JeKUINHI 337 3 MyJIbTHMEIIHHUM 00JIaTHAHHSIM.

VY BCiX NPUMILIECHHSX YHIBEPCHUTETY 3a0€3MeUeHO BUIBHUN 1 HEOOMEXEeHHI
noctyn g0 Wi-Fi.
JO3BOJISIOTH IMOBHICTIO 3a0€3MEYMTH OCBITHIN MPOIIEC MPOTATOM YChOTO ITUKITY
IIJITOTOBKY 32 OCBITHBOIO ITPOTPaMOI0.

Indopmaniiine Ta

HasBHicTh 3a0e3n1e4eHHS BIMOBITHO /10 JIICH3IMHUX YMOB:

— MEepiOANYHI BUJIAHHS, IO BIAMOBIAAIOTH MPODLII0 CHENiaJbHOCTI, Y HAYKOBii
6i6ioTerti (y TOMY YUCI1 B €JICKTPOHHOMY BUTJISII );

— JIOCTYII 70 TyOJtikaIiid Haykometrpuunux 0a3 Scopus, Web of Science;

— odinirianii BeO-caiiT XHY, Ha sikoMy po3MillleHa OCHOBHa iHQopMaIlis Mpo
OpraHi3allito HaB4aJILHOTO MPOIIECY;

HABHAILHO- — MoxyJsibHe cepenoBuie s HapuanHst MOODLE;
r:gg:z:zfmﬂ — HayKoBa 6i0mioTeka yHiBCpCHTG}“y, €JIeKTPOHHA 6i0mioTeka yHiBe?pcheTy;
— OCBITHS MporpaMa, HaBYAJbHHUM IUTaH, poOOYl MpOTrpaMu 3 yCiX HaBYAIbHHUX
JTUCIUILIIH HAaBYAJILHOTO IUIAHY;
— IIPOrpaMH MPAKTUIHOT MiITOTOBKH;
— METOJIMYHI BKa31BKHM 10 BUKOHAHHS Ja00OpaTOPHUX POOIT 1 MPAKTUYHUX 3aHATH;
— Iporpama i MeTOAMYH1 MaTepiaiu Jisl MPOBEICHHS aTecTailii 3100yBayiB.
9. AkajeMiuyHa MOOLIBHICTD
Peamizamis Ha OCHOBI JIBOCTOPOHHIX JIOTOBOPIB MK XMEIbHULIBKAM
HaI[lOHAJILHUM  YHIBEpCUTETOM Ta 3aKjaJlaMd BHINOI OCBITHU  YKpaiHu:
Hanionanbna XepCOHCHKMM  HaIlilOHAIBHUM  TEXHIYHMM  yHiBepcuTeToM,  Jlymbkum
KpeauTHAa HAI[lOHAJILHUM  TEXHIYHUM  YHiBepcuTeToM, KuiBCbKMM  HalliOHAJbHUM
MOOITBbHICTD yuiBepcutetoM imeHni Tapaca IlleBuenka, YepHiBEIbKAM HaI[iOHAIBHUM
yHiBepcuteToM iMeHi Opis @DenpkoBuya, 3amopi3bKUM — HalllOHAIBHUM
VHIBEPCUTETOM, IHITUMU HABYATLHUMHU 3aKJIaJAMH TOIIIO.
Mi Peamizamiis Ha OCHOBI JBOCTOPOHHIX JOTOBOPIB MiX XMEJIbHUIBKUM
AKHApOHA HaI[lOHAILHUM  YHIBEPCHTETOM Ta 3aKjiagaMu BHIoi ocBitm kpain €C,
Kpeautna MPOXO/KCHHSI TPAKTUK 1 CTaKyBaHHS 3a KOPJOHOM Ta y MPEACTaBHHUIITBAX
MOOIIbHICTD . i -
1HOo3eMHUX (ipM B YKpaiHi.
HaBuanus
iHO3eMHHX

3100yBa4iB BUIIOL
OCBITH

He 3aiticHroeTscs




I1. IepeJiik KOMIIOHEHT OCBITHBOI IPOrpamMM Ta iX JIOTiYHA MOCJiI0BHICTH

2.1. IlepeJlik KOMIIOHEHT OCBITHBOI IPOrPaMu

Ind KomnonenTn ocBitHboi nporpamu (KOII) KinbkicTh dopma ?
K Ol'Ip (HaBYANBHI TUCHIUIUTIHH, KYPCOBI TPOEKTH, KpeauTiB niJICYMKOBOI0 S
MIPaKTUKH, KBadidikamiiiHa podoTa) €EKTC KOHTPOJII0 3
OBOB’SI3KOBI KOMIIOHEHTH OCBITHBOI ITIPOT'PAMU
3araabHa miaroroska (O3I1)
O3I1.01 | Buma maremaTuka 12 icnut 1,2
O3I1.02 | luckpeTrHa MaTemMaTukKa 4 icnut 1
O3I1.03 | Texnonorii nporpamMyBaHHs Ta aJIrOPUTMi3allil 8 icnuT 1
O3I1.04 | ®i3uyHe BUXOBAHHS Ta OCHOBH 370POB’ S 3 37K 1
O3I1.05 | Anrmiicbka MoBa 3a npodeciiHuM 5 satic 1,2
CTIPSIMYBaHHSIM
O3I1.06 | Teopist IMOBIPHOCTI Ta MaTEMaTUYHA CTATUCTHKA 5 icouT 2
O3I1.07 | di3uka 6 icuT 2
O3II1.08 FpOMaz!ﬂHCLKe CYCIIJIBCTBO, EKOHOMIKA Ta 4 satic 5
YIIpaBIiHHS
O3I1.09 | KynpTypouoris, KyJIbTypa MOBJICHHS, €THKA Ta 4 satic 5
€CTETHKA
O3I1.10 | dinocodis 4 3aITiK 7
O3I1.11 | be3neka KUTTEAIATLHOCTI, OXOPOHA Tpalli, .
) . . 5 icuT 8
IIUBUIBHUHN 3aXUCT Ta €KOJIOTiuHa Oe3neka
Pazom: 61
IIpodeciiina mixroroska (OIII)
OIIIT.01 | OcHoBH iH(OpMaIIiiTHOT Oe3NeKH 6 3aITiK 1
OIIIT.02 | OnepartiliHi CHCTEMH Ta TEXHOJIOTII 1X 3aXHCTY 5 3aITiK 2
OIIII.03 | Teopis iHpopMallii Ta KOJTYBaHHS 5 3aITiK 2
OIIIT.04 CHrHanH 1 IPOLIECH B CHCTEMAX 3aXHCTY 5 P 3
1H(popMartii
OIIIL.05 | ITpuknagHa KPUTITOJIOT1S 9 1CIIUT, KypcoBa
pobota 3
OIIII.06 | 3axuct iHdopmarrii B iHpopMaIiiitHO- 9 icuT, KypCoBHit 34
KOMYHIKaIL[ITHUX CUCTEeMax IPOEKT ’
OIIII.07 | be3neka BebpecypciB 5 3aJTiK 4
OIIIT.08 | KomnoHneHTHa 6a3a i CXeMOTEXHIKa CHCTEM .
icnuT
3aXHUCTY 6 4
OIIIT.09 | Texniunuii i kpunrorpapiuyHUA 3aXUCT 5 1CIIUT, KYpPCOBUIM 4
1H(popmarii MIPOEKT
OIIII.10 | HopmaTuBHO-TIIpaBoBe 3a0e3MeueHHs .
. 5 iCcIIuT
KibepOe3mneku 5
OIIII.11 | be3neka 0e3nMpoBOIOBUX TEXHOJIOTH Ta .
. . icnuT
IHTEpHETY peuei 5 5
OIIII.12 | AamiHiCTpyBaHHS Ta 3aXUCT 0a3 1 CXOBHUII JAHUX icuT, KypcoBHii
6 MPOEKT 5
OIIII.13 | Cucremu KOHTPOIIO JOCTYIY 6 ICITUT 6
OIIII.14 | TexHomOril BUSBIECHHS BPa3IMBOCTEN Ta .
icnut
BTOPTHEHb 5 6




Iugp KOMHOHeHTH OCBiTH‘LO'l' nporpamu (KOI) KiJ'IbKiC:l"L . ®opma g
KOII (HaBYAIBHI JIMCITHILITIHH, KYPCOBI POEKTH, KpeauTiB | MiICyMKOBOI0 S
MPaKTUKH, KBamidikaliiiina podoTa) €EKTC KOHTPOJII0 3
OIIII.15 MOI[CJ'HO'BaHHSE CHCTEM 3aXHCTY JIAHHX, OLlIHKA 5 - 7
PHU3HKIB 1 MPUHAHATTS PIIICHb
OIIIT.16 | KomIuiekcHI cucTeMu 3axucTy iHpopMartii 6 icruT, KypcoBuii 7
MIPOEKT
OIIIIL.17 | Yopasninus iHpopMaIliiHOO 0e3MeK0r0 5 icImuT 7
OIIII.18 | ITpo€KTHO-TEXHOJIOTTYHA NMPAKTHKA 5 3aTiK 6
OIIIIL.19 | IlepennurioMHa IpaKkTUKa 5 3K 8
OIII1.20 | Kpamidikarniitna pobota 10 KBai(ikamiiina 8
pobora
OIII1.21 | €quuanii nepkaBHMIA KBaTiDiKAIHHIH icIAT iCIIUT 8
Pazom 119
3arajbHuii 00cAar 000B’I3KOBHX KOMIIOHEHTIB 180
BUBIPKOBI KOMIIOHEHTH OCBITHHOI TPOI'PAMH
BubipkoBi aucuuriiinu 3 cemectpy™ 10 3aiK** 3
BubipkoBi aucuuriiinu 4 cemectpy™ 10 3aiK** 4
BubipkoBi aucturuiing 5 cemectpy™ 10 3amiK** 5
BubipkoBi auctumuiinu 6 cemecTpy™ 10 3amik** 6
BubipkoBi aucuuriiinu 7 cemectpy™ 10 3K ** 7
BubipkoBi aucuuriiinu 8 cemectpy™ 10 3aiK** 8
3arajapHuii 00csir BUOIPKOBHX KOMIIOHEHTIB 60
3arajbHHUii 00CAT 0CBITHBLOI IPOrpamMu 240

Ilpumimku:
* [lepenik BUOIPKOBUX TUCIHILIIH BU3HAYAETHCS 32 Pe3yIbTaTaMy BiJIbHOTO BUOOPY CTY/ICHTIB;

** KinbKICTh 3aJIiKiB 3aJICXKHTh BiJl BUOOPY CTYACHTAMH JUCIUILIIH BIIBHOTO BUOODY.

2.2. CTPYKTYpHO-JIOTiYHA cXeMa OCBITHHOI IPOrpaMu
CTpyKTypHO-JIOTiYHa cXema IiJArOTOBKM BH3Ha4dae Tpoiec peanizamii OCBITHBOI
mporpaMu, TOOTO KOPOTKHM OIKC JIOTIYHOI TOCIIZOBHOCTI BHUBYECHHS KOMIOHEHT OCBITHBOI
nporpamu. CTpyKTYpHO-JIOTIUHY CXeMy TpeicTaBiieHo y Burisii rpada (lomatok A).

2.3. Bu0ipkoBi KOMIIOHEHTH OCBITHHOI IPOrpPaMHu

BulipkoBi KOMITIOHEHTH OCBITHBOI MPOrpaMu 3700yBaui BHUIIOI OCBITH OOHPAIOTH 3
YHIBEPCUTETCHKOTO KaTajory BHUOIPKOBUX JUCLMIUIIH, SKUH QOpPMYEThCS 3 HaBYAIBHUX
JTUCLUMIUTIH, HaJaHUX pI3HUMHU KadeapaMu 3a pi3HMMU pIBHAMHU BHIIOi OcBiTH. KpeautHicTh
BUOIPKOBUX HaBYaJIbHMX JUCHMIUIIH KpatHa 4, mnepegdaueHa MOXIUBICTH BHOOpY
OIHOCEMECTPOBUX JUCLMILIIH Ta IUCIMILIIH, BUKJIAJIaHHS SKUX PO3MNOAUIIETHCS Ha 2 CeMeCTpU
(mo 2 xpemutu). lllopiyHo mepenik BHOIPKOBUX OCBITHIX KOMIIOHEHT BiJ KOXHOI Kadempu
OHOBJIOEThCA. 3m00yBaui BHIIOI OcBiTH 3a AaHow OIIIl moBuHHI BUOpaTH y KOKHOMY 3 3-8
ceMecTpiB 2-3 mucruruiiau cymapHow KinbkicTio 10 kpemutie €KTC. Ilpomenypa Bubopy
3MIICHIOETBCS Y TEPMiHU, BCTaHOBJEHI [lonokeHHSIM Ipo MOPSAA0K peaizalii mpasa 3/100yBadiB
BUIIIOT OCBITH Ha BUIbHHM BHOIp HAaBYAJIBHUX JUCHUUIUIIH Yy XMEJIbHULBKOMY HAalliOHAJILHOMY
yaiBepcuteTi  (https://www.khnu.km.ua/root/files/01/06/03/162.pdf). Karamor BuOGipkoBUX
JHMCIUILUTIH PO3MILIEHO Ha caifTi yHiBepcuteTy www.khnu.km.ua.



II1. ®opmu arecramii 3100yBaviB BUILOI OCBIiTH

ATecrarlisi BUITYCKHHMKIB OCBITHBOI mporpamu cremianbHocTl 125 «KibepOesmekay»
3IACHIOETBCA y (POPMi €IUHOTO AEP’KaBHOTO KBTI (DiKAIIIHOTO i1CTIUTY Ta MyOII9HOTO 3aXUCTY
KBasli(pikaliiHOT poOOTH 1 3aBEPUIYETHCS BUAAUEIO JUILUIOMA BCTAHOBJIEHOTO 3pa3Ka Ipo
MPUCYDKEHHsT 0co01 cTymeHs OakamaBpa 13 TNpUCBOEHHSAM kBamidikaiii bakamaBp 3
KibepOe3neKu.

€auHnil nepkaBHUKM KBaimi(ikamiiHUM 1cnuT 1 KBamidikauiiHa poboTta mnependayae
OLIIHIOBAHHSI JOCATHEHb pEe3yJbTaTiB HaBYaHHS, BH3HAUCHMX CTAHIAPTOM BHUIIOi OCBITH
VYkpainu 31 cnerianbHocTi 125 «KibepOesneka» ais mepinoro (6akaaaBpChbKOTO) piBHS BUIIOT
OCBITH Ta OCBITHBOIO MPOTPAMOIO.

KBamidikariiina poOoTa He TOBUHHA MICTUTH aKaJIEMIYHOTO IJiariaty Ta danbcudikarii.

KBamidikariiai poOOTH ONPIIIOAHIOTECA Ha odimiiiHOMYy caiTi [HCTUTYIHIHHOTO
peno3uTtapiro XMeIbHUIIBKOTO HallioHanbHOro yHiBepcuteTy (http://elar.khnu.km.ua/jspui/).

IV. Bumoru 10 HasiBHOCTI cCTeMU BHYTPILLIHBOI0 3a0e3Me4eHHs IKOCTi BUIIIOI OCBITH

Cucrema BHYTPIIIHBOTO 3a0€3MEUCHHS SKOCTI OCBITHBOI JISUTBHOCTI Ta SKOCTI BHIIO1
OCBITH (CHMCTE€Ma BHYTPIIIHBOTO 3a0€3MEUCHHs SKOCTi) B YHIBEPCHUTETI BIJIMOBIJIa€ BUMOTaM
€BpONENHCHKUX CTAaHIAPTIB Ta PEKOMEHIallli 111010 3a0e3neueHHs skocTi BUIIoi ocBiTH (ESG),
ctarti 16 ynHHOTO 3aK0HY YKpainu «[Ipo Buiry ocBiTy» (31 3MiHaMu). CucTemMa BHYTPIIIHHOTO
3a0e3neueHHs SKOCTI GYHKIIOHY€E B YHIBEPCUTETI Ha I1’ATH OpraHi3aliiHUX PIBHIX BIAMOBIIHO
1o IlomoxkeHHsI MPO CHUCTEMY BHYTPIIIHBOTO 3a0€3MEUEHHS SIKOCTI OCBITHBOI AISUTBHOCTI Ta
BHIIOI OCBITH Yy XMEJIBHUIIBKOMY HAIIOHAIHPHOMY YHIBEPCHTETI, III0 PO3MIIIEHE B PYOpHII
«[ly6miuna indopmaris» (Pexum goctymy : http://khnu.km.ua/root/files/01/06/03/024.pdf).

CucremMa BHYTPILIHBOTO 3a0€3MeUeHHs SIKOCTI nependayae 3A1ICHEHHS TaKuX NpOLeayp
1 3aX0/IIB:

1) BU3HAYCHHS IPHUHIIMITIB Ta MPOLEIyp 3a0e31CUeHHS SKOCTI BHIIIOT OCBITH;

2) 31iHCHEHHSI MOHITOPHHTY Ta TMepioguyHoro nepersiny OCBITHIX porpam;

3) mopiyHe OIIHIOBaHHSA 3J00yBaviB BHUIINOI OCBITH, HAyKOBO-IEAArOTIYHUX 1
MeJaroriuHuX MpPAIiBHUKIB YHIBEPCUTETY Ta PETyJspHE ONMPUIIOAHEHHS PE3yJbTaTiB TaKUX
OILIIHIOBaHb Ha OQiliifHOMY BeO-CailTi yHIBEepCUTETYy, Ha 1HPOpPMAIIHHUX CTEHAaX Ta B OyIb-
SIKUW 1HIIWH cII0Ci0;

4) 3abe3mncueHHsT MiIBUIICHHS KBajidikailii IeIarorivHuX, HayKOBHX 1 HayKOBO-
MeIaroriYHUX MPaIliBHUKIB,

5) 3a0e3neueHHs1 HassBHOCTI HEOOXIHUX PECypCiB JUIsl OpraHi3alii OCBITHBOTO MPOILIECY,
y TOMY YHUCJ1 CAMOCTIHHOT pOOOTH CTYJIEHTIB, 32 KOXHOIO OCBITHBOIO IPOrPaMOI0;

6) 3abe3mneueHHs HASBHOCTI 1H(GOPMAIIMHUX CUCTEM IS €(PEKTUBHOTO YIPABIIHHS
OCBITHIM MPOIIECOM;

7) 3a6e3nedeHHs nyoaigHocT iHpopMalii mpo OCBITHI IpOrpamu, CTYIEHI BUIIO1 OCBITH
Ta KBaigikarii,

8) 3abe3mneueHHs JOTPUMAHHS aKaJIeMIvHO1 JOOPOYECHOCTI MpalliBHUKAMHU YHIBEPCUTETY
Ta 3100yBayaMH BUIIOI OCBITH, Y TOMY YHCIII CTBOPEHHS 1 3a0e3redyeHHs (yHKIIOHYBaHHS
e(heKTUBHOI CHUCTEMH 3aro0IraHHs Ta BUSBJICHHS aKaJeMIqHOTO TUIariary;

9) iHmMX TpoLeyp 1 3aX0/IiB.

V. Marpuus BiAnoBiZHOCTI MPOrpaMHUX KOMIIETEHTHOCTE
KOMIIOHEHTaM OCBITHBOI IPOrpaMu
Marpuist BiINMOBIAHOCTI MPOrpaMHUX KOMIIETEHTHOCTEH KOMIIOHEHTaM OCBITHBOI
Iporpamu mpezacrasieHa B Jlonatky b.


http://khnu.km.ua/root/files/01/06/03/024.pdf

VI. Matpuus 3a0e3ne4eHHs pe3y/IbTaTiB HABYAHHA

BiIMOBIIHUMHM KOMIIOHEHTAMY OCBITHBOI POrpamMu
Martpuis 3a0e3nedyeHHs pe3yibTaTiB HAaBUaHHS BIANOBIJHUMU KOMIIOHEHTAMH OCBITHBOT
nmporpamu rnpejacrasieHa B Jlonatky B.



9.

Bukopucrani qxepena

.3akon  VYkpaiam “Ilpo ocBitry” [Enextponnuii pecypc]. — Pexum moctymy:
http://zakon3.rada.gov.ua/laws/show/2145-19.
.3akon  “Ilpo Bumyy ocBity” [Enextponnuit pecypc]. — Pexum  mocryny:
http://zakon4.rada.gov.ua/laws/show/1556-18.
. PiBni1 HarionansHoi pamku kBamidikamiii [Enextponnuit pecypc]. — Pexum poctymy:

https://mon.gov.ua/ua/osvita/nacionalna-ramka-kvalifikacij/rivni-nacionalnoyi-ramki-
kvalifikacij.

. Cranmapt BUIOi OCBITH YKpaiHu 31 cmemiadbHOcTi 125 — KibepOesneka, 3aTBepaKeHUI

rakazoM MOHY Bixg 04 xoBtas 2018 Ne 1074.

. Hakaz MOHY Bixg 13.01.2022 Ne 26 «IIpo BHeceHHsS 3MiIH J0 JIEIKUX CTaHIApPTIB BHIIOL

OCBITHY.

. JliueH31iiH1 YMOBHM TPOBAKEHHS OCBITHBHOI AisibHOCTI. [loctanoBa KMV Bin 30 rpyans

2015 Ne 1187 (B penakiii mocranoBu KMV Bin 24 6epesns 2021 p. Ne365).

. Metoanuni pekoMeHaaIlli moA0 po3poliaeHHs cTanAapTiB Bumioi ocBitu. Hakazs MOHY Big

01.06.2017 Ne 600 (y penaxiii Hakazy MiHicTepcTBa ocBitd 1 Hayku Ykpainu Binx 30.04.2020 p.
Ne 584).

. Metoau4Hi pekoMeHAaIlii 10 po3pOo0ICHHS OCBITHIX IIPOrpaM MiATOTOBKHU (axiBIiB Pi3HUX

PiBHIB BUIIOI OCBITH y XMEJIbHULIBKOMY HalllOHATbHOMY YHiBepcHTETI (cxBajeHl HaykoBo-
METOJMYHOO PAJ0I0 YHIBEpCUTETY, MPoToKo Bif 21.02.2022 Neb).

Jluct MOHY Big 05.06.2018 Ne 1/9-377 «Illogo HagaHHS po3’SICHEHb CTOCOBHO OCBITHIX
porpam.

10. Jluct MOHY Bix 28.04.2017 Ne 1/9-239 «3pa3ok 0oCBIiTHBO-TIPO(DECIHHOT MporpaMu JiIst

MIEPIIIOro Ta IPYroro PiBHIB BUIIOT OCBITHY.

11. HanionansHauii knacudikarop Ykpainu : Knacudikarop npodeciii JIK 003:2010 (i3 3minamu

1 TOTIOBHEHHSIMHM, BHECEHUMHU Haka3oM MIHICTEpCTBa €KOHOMIKM YKpaiHu BiA 25 JKOBTHS
2021 poky N 810)


http://zakon3.rada.gov.ua/laws/show/2145-19
http://zakon4.rada.gov.ua/laws/show/1556-18
https://mon.gov.ua/ua/osvita/nacionalna-ramka-kvalifikacij/rivni-nacionalnoyi-ramki-kvalifikacij
https://mon.gov.ua/ua/osvita/nacionalna-ramka-kvalifikacij/rivni-nacionalnoyi-ramki-kvalifikacij

CTpyKTYpPHO-JIOTi4YHA cXeMa OCBITHBOI IPpOrpamMu
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V. Martpuus BiAnoBiIHOCTi NporpaMHUX KOMIIETEeHTHOCTE
KOMIIOHEHTAM OCBITHBOI MPOrpamMu

Jlonatok b
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%2 + |+ + + + |+ |+
%3 + + + |+ |+
x4 + | + + + |+ |+
K5 + + + + + + |+ |+
K6 + + ]+ |+ |+ |+ + + +
K7 + + |+ |+ +
oK1 + + + |+ |+ |+ |+
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VI. MaTpuus 3a0e3neyeHHsi nporpaMHux pe3yabratiB HaBuyanHs (ITIPH)
BiIMOBITHUMH KOMIIOHEHTAMH OCBITHBOI POrpaMu
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